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Abstract—Locally repairable codes are used in distributed
storage networks to minimise the number of survived nodes
required to repair a failed node. However, the robustness of these
codes is a main concern since locally repair procedure may fail
when there are multiple node failures. This paper proposes a
new class of robust locally repairable codes which guarantees
that a failed node can be repaired locally even when there are
multiple node failures. Upper bound on the size of robust locally
repairable codes using linear programming tools are obtained
and examples of robust locally repairable codes attaining these
bounds are constructed.

I.

6

i

2
1

5

Group 2

3
4
n

Fig. 1.

A robust locally repairable DSN with multiple repairing groups

of these codes has been derived. In [4], a linear programming
bound for locally repairable codes was obtained.

I NTRODUCTION

Data storage networks (DSN) use multiple storage nodes
to store a massive amount of information. The most important
challenge in designing a storage network is to optimise the
efficiency of the storage network in terms of the storage,
repair, retrieve, and update costs. To ensure that data is stored
reliably, redundancy is introduced such that any data loss in
a failed node can be recovered from other surviving nodes.
For example, suppose k data blocks are stored in a DSN with
n storage nodes using a maximum distance separable (MDS)
erasure code. The encoded data is then resilient against up to
any d = n − k simultaneous failures. Such a storage code is
very efficient in minimising the amount of total data stored
in the network. There is however a catch. Using such a code,
the total amount of information being retrieved to repair a
failure (i.e., the repair bandwidth) can be huge. Suppose a
single storage node fails. To repair the failed node, it may
require to retrieve all of the information content stored in any
k surviving nodes in order to regenerate the lost content. This
can be very inefficient in terms of the repair bandwidth.
Dimakis et al. in [1] introduced the regenerating codes and
showed that the repair bandwidth can be greatly reduced by
increasing the number of surviving nodes from which the failed
node retrieves data. A tradeoff between the cost for storage
and repair was also obtained. Although the regenerating codes
can reduce the repair bandwidth, it also requires a high I/O
overhead in DSNs, which is proportional to the number of
nodes involved in repairing a failed node.
Locally repairable codes were later proposed in [2] to
minimise the number of surviving nodes required to repair a
failed node. In [3], an upper bound for the minimum distance d
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Since the regenerating codes are aimed at minimising the
amount of downloaded data (i.e. repair bandwidth) to repair
a failed node, locally repairable codes minimise the number
of helper nodes to repair a failure. Several optimal code
constructions have been presented in [5] which combine the
features for both coding schemes known as local regenerating
codes.
One significant issue of locally repairable codes is their
robustness. Consider the DSN model with n storage nodes
shown in Fig. 1. If node i fails, a subset of r nodes in Group 1
can repair the failed node. Now, if any of the nodes in Group
1 is not available (for example, due to that node is heavily
loaded), then Group 1 cannot be used to repair the failed node
anymore. To avoid this problem, it is essential to have multiple
repairing groups which can be used for repairing if additional
nodes fail or become unavailable. The concept of locally
repairable codes with multiple repair groups (or alternatives)
was studied in [6] and codes with multiple alternatives were
also constructed. Locally repairable code construction with
multiple disjoint repairing groups was investigated in [7]. In
[8], locally repairable codes with multiple erasure tolerance
have been constructed using combinatorial methods. A lower
bound on the code size was derived and some code examples
provided which are optimal with respect to this bound. A class
of locally repairable codes with the capability of repairing a
set of failed nodes by connecting to a set of survived nodes are
studied in [9]. Bounds on code dimension and also families of
explicit codes were provided.
Our contributions – In this paper, we consider “robust
locally repairable codes” which guarantee that a node failure
can be repaired locally even when a group of nodes are
unavailable during the repair procedure. Following our work
in [4], we have derived a linear programming bound for robust

locally repairable codes. Finally, we will present examples of
robust locally repairable codes and will show that these codes
are optimal (that they satisfy our linear programming bound).
Notation: Let N = {1, 2, 3, . . . , n} and 2N be the set of all
possible subsets of N . In this paper we represent a subset ν
of N as a binary vector w = [w1 , w2 , w3 , . . . , wn ] such that
wi = 1 if and only if i ∈ N . In our convention, ν and w
can be used interchangeably. Similarly, we use zero vector 0
to present an empty set ∅. Also, we will make no distinction
between an index i and {i} for a single element set.
II.

P RELIMINARIES AND D EFINITIONS

Let Fnq = {[z1 , z2 , z3 , . . . , zn ] : zi ∈ Fq for all i ∈ N } be
the vector space of all n-tuples over the field Fq . A linear
storage code C generated by a k × n full rank (i.e. rank k)
generator matrix G is a subspace of Fnq over the field Fq .
Here, k is the dimension of the subspace. The linear code C =

uG : u ∈ Fkq is defined as the set of all linear combinations
(i.e. spans) of the row vectors of the generator matrix G.
To store a data block of size M in a storage network
using a linear code C, the original data is first divided into
k data blocks of size M/k. We may assume without loss of
generality that the original data is a matrix with M/k rows and
k columns. Then each block (or row) will be encoded using
the same code. In this paper, we may assume without loss of
generality that there is only one row (and thus M = k). Let
u = M be the information to be stored. Then the storage node
i will store the symbol ugi where gi is the ith column of the
generator matrix G. Notice that if Xi is the content that the
storage node i stores, then (X1 , . . . , Xn ) is a codeword in C.
To retrieve the stored information, it is sufficient to retrieve the
information content of k nodes (which are indexed by I) such
that the columns gi for i ∈ I are all independent. Specifically,
u=

(1)

where cI is the row vector whose ith entry equals to ugi and
GI is a submatrix of the generator matrix G formed by the
columns gi for i ∈ I.
Definition 1 (Support). For any vector c = [c1 , . . . , cn ] ∈ Fnq ,
its support λ(c) is defined as a subset of N = {1, . . . , n} such
that i ∈ λ(c) if and only if ci 6= 0.
Remark 1. For a linear code C over Fq , if c ∈ C, then ac ∈ C
for all a ∈ Fq and a 6= 0. Therefore, except for the zero
codeword, there exists at least q − 1 codewords which have
the same support.
Definition 2 (Support Enumerator). The support enumerator
ΛC (w) of the code C is the number of codewords with the
same support w, i.e.,
ΛC (w) , |{c ∈ C : λ(c) = w}| ,

ΛC ⊥ (w) =

∀w ⊆ N .

Consider any linear code C specified by a (n − k)×n parity
check matrix H. Then, the dual code C ⊥ is also a linear code
which is generated by H. It is well known that

C ⊥ = h ∈ Fnq : hc> = 0 for all c ∈ C .
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1
|C|

X
s=[s1 ,...,sn

ΛC (s)
]∈2N

n
Y

κq (sj , wj ) ≥ 0 (2)

j=1

where

1
κ (s, w) = q − 1

−1
III.

A. Linear Storage Codes

cI G−1
I

Proposition 1 (MacWilliams identity [10]). Let C be an
(n, k) linear code and C ⊥ be its dual. Then for any w =
[w1 , . . . , wn ] ⊆ N ,

if w = 0
if s = 0 and w = 1
otherwise.

L OCAL R EPAIRABILITY OF L INEAR S TORAGE C ODES

A linear storage code has locality r, if for any failed node
i, there exists a group of survived nodes of size at most r such
that the failed node can be repaired by this group of nodes [3].
To be precise, consider a linear code C and its dual code C ⊥ .
Let h = [h1 , . . . , hn ] and c = [c1 , . . . , cn ] be the codewords
in C ⊥ and C, respectively. Then
hc> = 0,

∀h ∈ C ⊥ , c ∈ C.

As we mentioned earlier, (X1 , . . . , Xn ) ∈ C. Then,
X
X
0=
hi Xi =
hj Xj
i∈N

(3)

(4)

j∈λ(h)

where λ(h) is the support of the codeword in dual code.
Consequently, if the node i fails and i ∈ λ(h), the content
of the failed node can be recovered from the set of surviving
nodes indexed by λ(h) \ i. In particular,
X
Xi = −h−1
Xj hj .
i
j∈λ(h)\i

Here, the set λ(h) \ i is a repair group of node i.
Definition 3 (Locally repairable code [2]). An (r, β) locally
repairable code C is a linear code which satisfies
1)
2)

Local Recovery (LR). for any i ∈ N , there exists
h ∈ C ⊥ such that i ∈ λ(h) and |λ(h)| − 1 ≤ r.
Global Recovery (GR). ΛC (w) = 0, for all w ⊆ N
such that 1 ≤ |w| ≤ β.

For a (r, β) locally repairable code, the local recovery
criterion implies that for any failed node i, it can always be
repaired by retrieving the contents stored in at most r nodes.
On the other hand, the global recovery criterion guarantees
that the storage network can be regenerated as long as there
are at most β simultaneous node failures.
Remark: The LR criterion requires the existence of a set
of r surviving nodes which can be used to repair a failed node.
However, under the criteria, there is no guarantee that a failed
node can still be efficiently repaired1 if a few additional nodes
also fail (or become unavailable).
Therefore, it is essential to have alternative repair groups
in case of multiple node failures.
1 Strictly speaking, by the GR criterion, the failed node can still be repaired
if there are no more than β node failures. However, the global recovery cannot
guarantee that each failed node can be repaired efficiently. In other words, one
may need a much larger set of surviving nodes to repair one failed node.

Definition 4 (Robust locally repairable code). An (r, β, Γ, ζ)
robust locally repairable code is a linear code satisfying the
following criteria:
1)

2)

Robust Local Recovery (RLR). for any i ∈ N and
γ ⊂ N \i such that |γ| = Γ, there exists h1 , . . . , hζ ∈
C ⊥ such that for all j = 1, . . . , ζ,
a) i ∈ λ(hj ), γ ∩ λ(hj ) = ∅, and |λ(hj )| − 1 ≤
r.
b) λ(hj ) 6= λ(hk ) for k 6= j.
Global Recovery (GR). ΛC (w) = 0, for all w ⊆ N
such that 1 ≤ |w| ≤ β.

The RLR criterion guarantees that a failed node can be
repaired locally from any one of the ζ groups of surviving
nodes of size r even if Γ extra nodes fail. In the special
case when Γ = 0, then the robust locally repairable codes
are reduced to locally repairable codes with multiple repair
alternatives as in [6]. When ζ = 1, then it further reduces to
the traditional locally repairable codes. The GR criterion is the
same as that for locally repairable codes.
IV.

L INEAR P ROGRAMMING B OUNDS

One of the most fundamental problems in storage network
design is to optimise the tradeoff between the costs for storage
and repair. For robust locally repairable code, the storage cost
(per information bit per node) is given by 1/ log |C|, while the
repair cost is given by r/ log |C|. Therefore, to minimise the
costs is equivalent to maximise the codebook size |C|.
In this section, we will obtain an upper bound for the
maximal codebook size, subject to robust local recovery and
global recovery criteria. It extends our previous work in [4] in
which bounds for locally repairable codes (corresponding to
the case when Γ = 0 and ζ = 1) were developed. The proof
technique used in this paper is also similar to that used in [4].
Theorem 1. Consider any (r, β, Γ, ζ) robust locally repairable
code C. Then, |C| is upper bounded by the optimal value of
the following optimisation problem.
P
maximize
w⊆N Aw
subject to
Aw ≥ 0P
∀w ⊆ N
Qn
s
s⊆N A
j=1 κ(sj ,wj )
P
Bw =
∀w ⊆ N
s⊆N As
Bw ≥ 0
∀w ⊆ N
Aw = 0
1 ≤ |w| ≤ β
A∅ X
=1
Bs ≥ ζ(q − 1)
∀i ∈ N , γ ∈ ∆i
s∈Ωi :γ∩s=∅

(5)
where Ωi is the collection of all subsets of N that contains i
and of size at most r +1 and ∆i is the collection of all subsets
of N \ i of size at most Γ.
Proof: Let C be a (r, β, Γ, ζ) robust locally repairable
code. Then, we define
Aw , ΛC (w),
Bw , ΛC ⊥ (w),

w⊆N
w ⊆ N.
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The objective function of the optimisation problem in (5) is
the sum of the number of all codewords with support w, which
is clearly equal to the size of the code C. Since Aw and Bw
are enumerator functions of the code C and C ⊥ respectively,
Aw , Bw ≥ 0 for all w ⊆ N . The constraint A∅ = 1 follows
from the fact that the zero codeword is contained in any code.
The second constraint
follows from (2) by substituting |C|
P
and ΛC (s) with
s⊆N As and As , respectively. The forth
constraint followed directly from GR criterion. Finally, the last
constraint follows from the RLR criterion and the fact that C
is a linear code. For any nonzero hj ∈ C ⊥ , then ahj ∈ C ⊥ for
all nonzero a ∈ Fq . Let wj = λ(hj ) for j = 1, . . . , ζ. Then,
Bwj ≥ q − 1. Consequently,
X
Bw ≥ ζ(q − 1).
s∈Ωi :γ∩s=∅

Therefore, Aw , Bw : w ⊆ N satisfies the constraints in the
maximisation problem in (5) and the theorem follows.
The maximisation problem in (5) is not a linear programming problem, but it can be converted to one as follows:
P
maximize
w⊆N Aw
subject to
Aw ≥ P
0
Qn
Cw = s⊆N As j=1 κ(sj , wj )
Cw ≥ 0
Aw = 0
A∅ X
=1
X
Cs ≥ ζ(q − 1)
Aw

∀w ⊆ N
∀w ⊆ N
∀w ⊆ N
1 ≤ |w| ≤ β
∀i ∈ N , γ ∈ ∆i .

w⊆N

s∈Ωi :γ∩s=∅

(6)
The problem can be further simplified to
P
maximize
w⊆N Aw
subject to
A
Pw ≥ 0 Qn
s⊆N As
j=1 κ(sj , wj ) ≥ 0
Aw = 0
A∅ = 1


n
X
X
Y

As
κ(sj , wj )
w∈Ωi :γ∩w=∅

s⊆N

≥ ζ(q − 1)

Pj=1

w⊆N

Aw

∀w ⊆ N
∀w ⊆ N
1 ≤ |w| ≤ β

∀i ∈ N , γ ∈ ∆i .
(7)

The complexity of the linear programming problem in (7)
will increase exponentially with the number of storage nodes n.
In the following, we will reduce the complexity of the Linear
Programming problem in (7) by exploiting the symmetries in
the problem [11].
To this end, suppose a (r, β, Γ, ζ) linear storage code C is
generated by the matrix G with columns gi , i = 1, 2, . . . , n.
Let SN be the symmetric group on N whose elements are all
the permutations of the elements in N which are treated as
bijective functions from the set of symbols to itself. Clearly,
|SN | = n!. Let σ be a permutation on N (i.e., σ ∈ SN ).
Together with the code C, each permutation σ defines a new
code C σ specified with the generator matrix columns fi , i =
1, 2, . . . , n, such that for all i ∈ N , fi = gσ(i) . Since all the

codewords are the linear combinations of the generator matrix
rows and the permutation σ just changes the generator matrix
columns position, the permutation cannot affect the minimum
distance of the code (i.e., every codeword cσ ∈ C σ is just
a permuted version of the corresponding codeword c ∈ C).
Therefore, the code C σ is still a (r, β, Γ, ζ) linear storage code
and we have the following proposition.
Proposition 2. Suppose (aw : w ⊆ N ) satisfies the constraint
in the optimisation problem (7). For any σ ∈ SN , let
(aσw : w ⊆ N ) = aσw = aσ(w) ,
where σ(w) , {σ(i) : i ∈ w}. Then (aσw : w ⊆ N ) also
satisfies the constraint in (7).
Corollary 1. Let
a∗w =

1 X σ
aw .
|SN |
σ∈SN

Then

(a∗w

: w ⊆ N ) satisfies the constraint in (7) and
X
X
a∗w =
aw .
w⊆N

w⊆N

Proof: From Proposition 2, for any feasible solution (aw :
σ(i)
w ⊆ N ) in (7), there exists |SN | feasible solutions (aw :
w ⊆ N , and σ (i) ∈ SN ). Since (7) is a linear programming
problem, a∗w (the average of all feasible solutions) is also a
feasible solution. The result then follows.
Proposition 2 can be used to reduce the complexity in
solving the optimisation problem (7).
Proposition 3. If |w| = |s|, then a∗w = a∗s .
Proof: Direct verification.
By Proposition 2, it is sufficient to consider only “symmetric” feasible solution (a∗w : w ⊆ N ). Therefore, we can
impose additional constraint
Aw = As ,

V.

E XAMPLES

In this section, we present two examples of robust locally
repairable codes. We will show that these codes can repair
a failed node locally when some of the survived nodes are
not available. Using our bound, we prove that these codes are
optimal.
Example 1: Consider a binary linear storage code of length
n = 16 with k = 9 as defined by the following parity check
equations
0 = P1 + C1 + C2 + C3
0 = P2 + C4 + C5 + C6
0 = P3 + C7 + C8 + C9
0 = P4 + C1 + C4 + C7
0 = P5 + C2 + C5 + C8
0 = P6 + C3 + C6 + C9
0 = P7 + C1 + C2 + C3
+ C4 + C5 + C6
+ C7 + C8 + C9 .

(9)
(10)
(11)
(12)
(13)
(14)

(15)

Here, (C1 , . . . , C9 , P1 , . . . , P7 ) correspond to the content
stored at the 16 nodes. In particular, we might interpret that
C1 , . . . , C9 are the systematic bits while P1 , . . . , P7 are the
parity check bits. The code can also be represented by Figure
2. In this case, the parity check equations are equivalent to
that the sum of rows and the sum of columns are all zero.
According to (9)-(15), every failed node (either systematic
or parity) can be recovered by two different repair groups of
size r = 3. For instance, if C1 is failed, it can be repaired
1
2
by repair group RC
= {C2 , C3 , P1 } or repair group RC
=
1
1
{C4 , C7 , P4 }. Notice that the two repair groups are disjoint.
Therefore, even if one of the repair groups is not available,
there exists an alternative repair group to locally repair the
failed node.
Group 1

∀|w| = |s|.

to (7) without affecting the bound. These equality constraint
will significantly reduce the number of variable in the optimisation problem. Specifically, we have the following theorem.
Theorem 2. Consider a (r, β, Γ, ζ) robust locally repairable
code C. Then, |C| is upper bounded by the optimal value in
the following maximisation problem
Pn n
maximize
t=0 t at
subject to
at ≥ 0, ∀t = 0, . . . , n 
Pt Pn−t
i
t−i
bt = i=0 j=0 ti n−t
j ai+j (−1) (q − 1)
∀t = 0, . . . , n
(8)
bt ≥ 0, ∀t = 0, . . . , n
Pβ
t=1 at = 0
a0 = 1

r 
n  
X
X
n−1−Γ
n
bt+1 ≥ ζ(q − 1)
at .
t
t
t=1
t=0
Remark: The number of variables and constraint now
scales only linearly with n (the number of nodes in the
network).
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C1

C2

C3

P1

C4

C5

C6

P2

C7

C8

C9

P3

P4

P5

P6

P7

Group 2

Fig. 2. A (3,3,1,1) robust locally repairable code of length n = 16 and
dimension k = 9.

It can be verified easily that our code has a minimum
distance of 4 and it is a (3, 3, 1, 1) robust locally repairable
code. Therefore, any failed node can be repaired by at least
ζ = 1 repairing group of size r = 3 in the presence of any
Γ = 1 extra failure. Also, the original data can be recovered
even if there are β = 3 simultaneous failure. In fact, it is also
a (3, 3, 0, 2) robust locally repairable code.
Now, we will use the bound obtained earlier to show that
our code is optimal. We have plotted our bound in Figure 3
when n = 16 and β = 3. The horizontal axis is the code
locality (i.e., r) and the vertical axis is the dimension of the

code (or log |C|). From the figure, when r = 3, the dimension
of a (3, 3, 1, 1) robust locally repairable code is at most 9.
And our constructed code has exactly 9 dimension. Therefore,
our code meets the bound and is optimal. In fact, our bound
also indicates that the dimension of a (3, 3, 0, 2) robust locally
repairable code is also at most 9. Therefore, our code is in fact
an optimal (3, 3, 1, 1) and (3, 3, 0, 2) robust locally repairable
code.

As shown in our bound (see Figure 5), our code has
the highest codebook size for the given parameters among
all binary (3, 3, 0, 7), (3, 3, 1, 4) and (3, 3, 2, 2) robust locally
repairable codes.
1

5

6

C1
2

P1
8

P2

C2
4

P4

C4

11

7

C3

P3

10

Fig. 4. A robust locally repairable code of length n = 8 and dimension
k = 4 with ζ = 7 repair group for any failure.

r =3
k=9

9

4

8

Maximum numb er of data blocks k

Maximum numb er of data blocks

3
Γ =0 and ζ=2
Γ =1 and ζ=1

7
0

1

2

3

4

5

6

7

8

9

10

11

12

Repairing group size r

Fig. 3. Upper bounds for (3, 3, Γ, ζ) binary robust locally repairable code
of length n = 16.

Example 2: Consider a binary linear code of length n = 8
and dimension k = 4 defined by the following parity check
equations:
P1
P2
P3
P4

= C1 + C2 + C3
= C1 + C2 + C4
= C2 + C3 + C4
= C1 + C3 + C4

(16)
(17)
(18)
(19)

Again, C1 , . . . , C4 are the information bits while P1 , . . . , P4
are the parity check bits. The code can be represented by
Figure 4. The above parity check equations imply that the sum
of any node and its three adjacent nodes in Figure 4 is always
equal to zero.
This code has a minimum distance of 4. According to the
Equations (16)-(19), for every single node failure, there exists
7 repair groups with size r = 3. For example, suppose C1
fails. Then, the repair groups are
R1C1
R4C1
R7C1

=
=

{3, 4, 8}, R2C1
{2, 7, 8}, R5C1

=
=

{2, 4, 6}, R3C1
{3, 6, 7}, R6C1

(21)

Therefore, if any one of the surviving nodes is not available,
(20) implies that there are still 4 alternative repair groups. This
means that our code is also a (3, 3, 1, 4) robust locally repairable code. Similarly, by (21), our code is also a (3, 3, 2, 2)
robust locally repairable code.

54

2

3

4

Fig. 5. Upper bounds for (3, 3, Γ, ζ) binary robust locally repairable code
of length n = 8.
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