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Abstract— For a user to store data in the cloud, using
services provided by multiple cloud storage providers (CSPs)
is a promising approach to increase the level of data availability
and confidentiality, as it is unlikely that different CSPs are
out of service at the same time or collude with each other
to extract information of a user. This paper investigates the
problem of storing data reliably and securely in multiple CSPs
constrained by given budgets with minimum cost. Previous works,
with variations in problem formulations, typically tackle the
problem by decoupling it into sub-problems and solve them
separately. While such a decoupling approach is simple, the
resultant solution is suboptimal. This paper is the first one which
considers the problem as a whole and derives a jointly optimal
coding and storage allocation scheme, which achieves perfect
secrecy with minimum cost. The analytical result reveals that the
optimal coding scheme is the nested maximum-distance-separable
code and the optimal amount of data to be stored in the CSPs
exhibits a certain structure. The exact parameters of the code
and the exact storage amount to each CSP can be determined
numerically by simple 2-D search.

Index Terms— Cloud storage, perfect secrecy, information-
theoretic security, storage allocation.

I. INTRODUCTION

CLOUD STORAGE providers (CSPs), such as Amazon
Cloud, SkyDrive, Dropbox, Google Drive and Sugarsync,

offer storage space for their customers. When storing data
over a cloud, users are free from the costs of setting up
their own servers, electric power charges, space expenses and
maintenance costs [1]. Furthermore, they can download their
stored data anywhere, provided that the CSP to which they
have subscribed is accessible. This brings a lot of convenience
in this information era. However, this technology gives rise
to security concerns [2]. To address this issue, many tech-
niques have been developed in the literature. For example,
auditing protocols in [3] and [4] provide security and privacy
for cloud storage and computation. Methodology proposed
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in [5] secures the data against insider threats among a group
of users. The protocol proposed in [6] can identify faulty
links in data center under practical assumptions. The system
designed in [7] can detect and trace back attacks on encrypted
protocols. There are also approaches for other systems, which
we can borrow to solve the security problem in cloud storage
effectively [8]–[10].

With respect to the features of cloud storage, there are some
specific concerns. First, CSPs may be unavailable temporarily
or even permanently due to various reasons including disk
failure, hacker attack, network disconnection, natural disaster,
or even political influence. Second, from users’ perspective,
data stored in a CSP is not confidential, since the CSP has full
access to its customers’ data [11]. To ensure data availability
and confidentiality, one way is for users to subscribe storage
services from multiple CSPs [12], [13]. By encoding and
distributing their data to more than one CSPs, users can
increase the level of data availability and prevent a CSP to
extract information from their data.

While there are many CSPs offering cloud storage services,
users have to determine how much storage space should be
requested from each of them. This depends on various factors
including pricing plans, download and upload rates of their
servers, and so on [14], [15]. Naturally, a user would like
to minimize the total cost of subscription to several CSPs.
Besides, he or she would like to minimize the time to retrieve a
file stored in multiple clouds. In this respect, the storage server
with lowest download rate becomes the bottleneck of the
whole download process. To address this issue, we formulate
the problem in a way such that there is a maximum limit on
the amount of data blocks that can be stored in each server,
depending on the upload/download rate of that server. We call
it storage budget of a server, which is one of the three main
considerations in this work:

1) data availability and confidentiality;
2) storage cost minimization;
3) data allocation among multiple clouds under storage

budget constraints.
In the literature, data availability and confidentiality have

been addressed from many different perspectives. One cen-
tral idea is the seminal work on secret sharing [16], which
considers the sharing of a secret among a group of people.
When the number of gathered people reaches a threshold t ,
they can reveal the secret. When there are fewer than t
people, no information is disclosed in the information-theoretic
sense. This is now commonly called perfect secrecy [17], [18].
Following this approach, there are some classic works from
the communications perspective. The secrecy capacity of the
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so-called wiretap channel II is shown to be achievable by
coset coding in [19], and that of the erasure-erasure wiretap
channel, a generalization of the former channel, is shown to
be achievable by nested maximum-distance-separable (MDS)
codes in [20]. These works form a basis for the study of
perfect secrecy in other applications. For example, the secret
sharing approach is adopted to consider secure distributed
storage in sensor networks in [21]. For distributed storage sys-
tems (DSSs) supporting repair [22], [23], nested MDS codes
are used when considering its secrecy capacity [24]. Secrecy
capacities of other DSS under different repair requirements are
studied in [25] and [26].

Along this line, the most relevant one to our work is [27].
It considers secrecy in multiple clouds but under weak security
requirement [28]. It means that the security level is to ensure
only that an eavesdropper cannot decode any of the original
symbols, which is much weaker than perfect secrecy. On the
other hand, it is mentioned in [27] that their result can be
extended to perfect secrecy if a specific number of random
keys are inserted before encoding. The major difference
between [27] and our work is that we also address the issues of
storage cost minimisation and data allocation among multiple
clouds under storage budget constraints, which are issues
(2) and (3) stated above.

For some storage applications, the costs of storing data in
different servers may not be equal, which justifies the consider-
ation of (1) and (2) together. In [29], the problem is tackled by
decoupling it into two sub-problems. In the first sub-problem,
an existing code is adopted and the file is encoded into a
pre-determined number of pieces. In the second sub-problem,
allocation of those encoded pieces are performed. Since the
encoding parameters are pre-determined, the proposed solution
is in general sub-optimal. Another approach to tackle the same
problem has been considered in our previous work in [30].
The system-level security requirement is that the stored data
should be confidential under potential collusion of a certain
number of CSPs. Besides, instead of adopting existing coding
schemes and focusing only on the optimization aspects, the
problem is considered as a whole and the jointly optimal
storage allocation and coding scheme is determined.

Extending [30], this paper performs a more comprehensive
study of the problem and address the storage budget issue.
Under this additional constraint, the problem scope becomes
wider and the analysis in [30] is significantly generalized.
In the literature, there are also works which consider the
coding and allocation problem but with different consider-
ations. For example, the total storage budget required to
satisfy a given set of deterministic recovery requirements in
a network is minimized in [31] and [32]. Data allocation
for maximizing the successful recovery probability within a
given storage budget is derived in [33]. How to minimize
total storage cost with functional repair mechanics is studied
in [34]. Joint coding and allocation problem for heterogeneous
storage systems is considered in [35].

In summary, to design the storage application using multiple
clouds with consideration of (1), (2) and (3), we need to find
a jointly optimal coding and allocation scheme. A fundamen-
tal study of the problem based on information theory and

optimization techniques is carried out. Our contributions are
as follows:

• Optimal Coding: A lower bound on the total storage cost
for keeping availability and confidentiality with budget
constraint is derived. A coding scheme which achieves
the bound is identified, showing that the coding scheme
is optimal.

• Optimal Allocation: The optimal storage amounts of the
coded data on the CSPs are shown to exhibit a nice
intricate structure, regardless of the differences in prices
and budgets. The reveal of this structure enables the
design of a fast algorithm for determining the coding
parameters.

• Low-Complexity Algorithm: A fast two-dimensional
search algorithm is designed. It is able to solve the
original optimization problem, which has an exponen-
tial number of constraints, with a time complexity of
O(N2 log N), where N is the number of CSPs under
consideration.

Since our proposed algorithm has low time complexity,
it can be applied to systems involving large number of storage
nodes. Apart from the multi-cloud storage scenario, our work
may also find applications to other DSSs, such as peer-to-
peer cloud storage systems [36], wireless device-to-device
systems [37], or wired caching systems [38], as the capacities
of the storage nodes in these systems are different, thus
imposing different budget constraints.

The rest of this paper is organized as follows. In Section II
we present our model. In Section III, we derive a lower
bound on the storage cost. A coding scheme which providing
privacy and availability within given budgets is presented
in Section IV, and the optimality of the coding scheme is
shown in Section V. In Section VI, we solve the solution of
the optimal allocation parameters. In Section VII, we present
the steps for parameters calculation, encoding and allocation.
Some numerical examples are given in VIII, and Section IX
is the conclusion.

II. SYSTEM MODEL

We consider the scenario in which a user wants to store a
file securely to multiple clouds. The file consists of B blocks
of data, each of which is represented by a symbol drawn
uniformly at random from the finite field F of size q . The
whole file is then denoted by a vector x � (x1, x2, . . . , xB).
The file size, or equivalently, the entropy of x, H (x), is equal
to B log2 q bits.

Let N be the number of available CSPs for the user to store
data. Before storing the file, the user encodes the B blocks of
data into n blocks. We use

f : F
B → F

n,

which maps x into y, to denote the encoding function. The
n-dimensional vector y is regarded as the concatenation of N
sub-vectors, i.e., y = (y1, y2, . . . , yN ). For i = 1, 2, . . . , N ,
let yi � (yi,1,, yi,2, . . . , yi,ni ) ∈ F

ni be the data stored
on CSP i . Clearly, the total number of encoded blocks is equal
to the sum of number of encoded blocks stored in each CSP,
i.e., n = ∑N

i=1 ni .
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Fig. 1. Example when N = 6, K = 4 and T = 2. The user can retrieve
the file from any four CSPs and no information is exposed to any two CSPs.
The figure shows the scenario in which CSPs 1 and 2 collude to break the
user’s file, CSP 5 is failed, and CSP 1 is temporarily unreachable from the
user. According to the given parameters, the user can get the file from CSPs
2, 3, 4 and 6, and no information of the file is leaked to CSPs 1 or 2.

Let Vi for i ∈ N be the amount of blocks which can be
downloaded from CSP i within a predefined time delay, it is
required that

ni ≤ Vi . (1)

In this work we assume Vi ’s are integers, Vi ≥ 1 and
distinct for i ∈ N . We call Vi the budget of the stored data
on CSP i . Let Ci be the cost for storing one block of data
on CSP i and Ci ’s are all distinct. The total storage cost is
given by

C =
N∑

i=1

Ci ni . (2)

After encoding and allocation, the user should be able to
retrieve the file at any time and the file should be kept private.
However, some CSPs may not be available when the user
wants to retrieve the file and some CSPs may not be secure.
Assume that the maximum number of unavailable CSPs at
one time is N − K with K ≤ N and the potential number
of colluding CSPs is T < K . The user has the knowledge
of N, K and T . The colluding CSPs have full knowledge
about the encoding and decoding algorithms. They can also
cooperate to break the scheme. It is required that the user
should be able to retrieve the file through any K CSPs and
no information of the stored file is exposed against any T
colluding CSPs. An example of the model is shown in Fig. 1.

For any S ⊆ N � {1, 2, . . . , N}, define y(S) as the
sub-vector of y obtained by retaining only yi for i ∈ S.
To fulfill the reconstruction requirement that the customer
can reconstruct its file from “any K out of N” CSPs, for
any S ⊂ N of cardinality K , there should exist a decoding
function gS , such that gS(y(S)) = x. This requirement can
also be expressed as

H (x| y(S)) = 0, ∀S ⊂K N , (3)

where we have used the shorthand notation A ⊂k B to mean
that A is a k-subset of B.

The secrecy criterion is the perfect secrecy [17], [18],
which means that the eavesdropper should get no information
(in information-theoretic sense) about the message. In other
words, to ensure that the file is perfectly secure against any T
colluding CSPs, we must have

H (x| y(T )) = H (x), ∀T ⊂T N . (4)

We call the above requirement the perfect secrecy requirement.
We call (n1, n2, . . . , nN ) the allocation parameters. The

problem is to determine the encoding function f and the allo-
cation parameters (n1, n2, . . . , nN ) so as to minimize the total
storage cost, C , in (2) with respect to the reconstruction
requirement (3), perfect secrecy requirement (4), and budget
constraints (1). Note that the code length, n, is a variable
depending on the allocation parameters ni ’s. The encoding
function or allocation parameters is called optimal if there is
no other encoding function or allocation papameters results in
lower total storage cost.

Throughout this paper, for notational convenience, we use
A1 \ A2 \ A3 to represent (A1 \ A2) \ A3 for any given
sets A1,A2 and A3. The notation generalizes naturally to any
number of sets.

III. A LOWER BOUND ON THE STORAGE COST

In this section, we derive a lower bound on the minimum
storage cost by elementary manipulations of Shannon’s infor-
mation measures.

Theorem 1: The cost C is bounded below by

CL B � min
N∑

i=1

Ci ni , (5)

where ni ’s are integers subject to

0 ≤ ni ≤ Vi , for i = 1, 2, . . . , N, (6)

min
T ⊂TS⊂K N

(
∑

i∈S
ni −

∑

i∈T
ni ) ≥ B. (7)

Proof: Consider an arbitrary S ⊂K N and an arbitrary
T ⊂T N . From the perfect secrecy requirement (4) and the
reconstruction requirement (3), we have

H (x) = H (x| y(T )) − H (x| y(S)).

Denote I � T ∩ S. We can then rewrite the above equation
as

H (x) = H (x| y(I), y(T \I)) − H (x| y(I), y(S\I))

= I (x; y(S\I)| y(I)) − I (x; y(T \I)| y(I))

≤ I (x; y(S\I)| y(I))

≤ H (y(S\I)| y(I))

≤ H (y(S\I))

≤
∑

i∈S\I
H (yi )

≤ log2 q
∑

i∈S\I
ni

= log2 q(
∑

i∈S
ni −

∑

i∈I
ni ). (8)
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The above bound on H (x) holds for any S ⊂K N and
any T ⊂T N . The tightest ones are the cases when T is
a subset of S. Therefore, (8) can be re-written as

H (x) ≤ log2 q min
T ⊂TS⊂KN

(
∑

i∈S
ni −

∑

i∈T
ni ).

As H (x) = B log2 q , we have shown that (7) is a necessary
condition to be met. Besides, thresholds constraints (6) is also
a necessary condition. Therefore, if we minimize the total cost
subject to (7) and the threshold constraints (6), the result so
obtained becomes a lower bound for the storage cost. �

Note that the lower bound in Theorem 1 is well defined if
and only if the minimization problem is feasible. It is clear that
if the values of Vi ’s are too small, the problem may become
infeasible. To guarantee feasibility, the following condition is
necessary. We will show in the next section that the condition
is also sufficient.

Lemma 2: The coding and allocation problem is feasible
only if

min-sumK−T (V1, V2, . . . , VN ) ≥ B, (9)

where min-sumn(V1, V2, . . .) represents the sum of the n
smallest terms of the given sequence, V1, V2, . . ..

Proof: As shown in the proof of Theorem 1, (7) is
a necessary condition to be met. In other words, for all
T ⊂T S ⊂K N , it requires that

∑

i∈S\T
ni ≥ B.

In particular, choose S as the K CSPs with smallest Vi ’s and
choose T as the T CSPs in S with largest Vi ’s. Due to the
budget requirement in (1), feasible solution exists only if the
inequality in (9) holds. �

IV. A CODING SCHEME PROVIDING PERFECT SECRECY

In this section, we construct a coding scheme based on the
nested maximum-distance-separable (MDS) code to provide
perfect secrecy for the system and obtain the corresponding
storage cost.

In [19], the authors proposed the classical wiretap
channel II. In wiretap channel II, k data bits are encoded
into n > k bits and transmitted to the legitimate receiver
without loss. An eavesdropper can observe an arbitrary subset
of μ bits. The maximum amount of data that can be sent
without any leakage of information to the eavesdropper is
called the secrecy capacity of the channel. Recall that an (n, k)
MDS code is a class of linear codes that meet the Singleton
bound, i.e., the minimum Hamming distance of the code, dmin,
equals n − k + 1. The generator matrix of an (n, k) MDS
code has the property that all its k × k submatrices are full
rank. A coding scheme based on the cosets of MDS codes
was shown be able to achieve the secrecy capacity of wiretap
channel II [19].

A modified version of wiretap channel II is the erasure-
erasure wiretap channel introduced in [20], in which the
bits transmitted to the legitimate receiver also experience
erasures. In an erasure-erasure wiretap channel with parame-
ters (θ, M, μ), the transmitter sends out θ symbols and the

legitimate receiver and the eavesdropper receive M and μ
symbols respectively. The secrecy capacity of the erasure-
erasure wiretap channel can be achieved by nested MDS
code [20], [24]. We present the definition of nested MDS code
following the lines in [24]:

Definition 3: If the generator matrix G of an (n, k) MDS

code can be written as G =
[

G1
G2

]

, where G1 itself is a gener-

ator matrix of an (n, k0) MDS code, then we refer to the code
defined by G as nested MDS code with parameters (n, k, k0).

According to [20] and [24], the secrecy capacity of the
erasure-erasure wiretap channel with parameters (θ, M, μ) is
equal to M −μ, which can be achieved by a nested MDS code
with parameters (θ, M, μ).

Take an example with finite field size q = 7,

G =

⎡

⎢
⎢
⎣

1 2 3 4 5
2 3 4 5 6
1 0 0 0 5
0 2 2 1 1

⎤

⎥
⎥
⎦

is a nested MDS code with parameters (5, 4, 2) since it is a
generator matrix of a (5, 4) MDS code and its sub-matrix

G1 =
[

1 2 3 4 5
2 3 4 5 6

]

is a generator matrix of a (5, 2) MDS code. The secrecy
capacity of erasure-erasure wiretap channel with parameters
(5, 4, 2) can be achieved by encoding as

[y1, y2, y3, y4, y5] = [k1, k2, x1, x2]G, (10)

where x1, x2 are the messages and k1, k2 are the random keys,
which are i.i.d and independent from source messages. The
encoded symbols are k1+2k2+x1, 2k1+3k2+2x2, 3k1+4k2+
2x2, 4k1+5k2+x2, 5k1+6k2+5x1+x2. In the erasure-erasure
wiretap channel (5, 4, 2), the transmitter sends five encoded
symbols, the legitimate receiver receives four of them and the
eavesdropper receives two of them. The legitimate receiver can
decode the messages since any 4 × 4 submatrix of G is full
rank. The eavesdropper gets no information about x1 or x2
since it cannot eliminate the random keys.

In general, an (n, k, k0) nested MDS code can be con-
structed by the use of a k × n Vandermonde matrix, whose
(i, j)-th element is given by α

j−1
i where i = 1, . . . , k,

j = 1, . . . , n, and all αi ’s shall be distinct. Alternatively, one
may use Cauchy matrix, whose (i, j)-th element is given by
1/(xi − x j ) and xi 
= x j . Therefore, nested MDS code exists
for any values of (n, k, k0), provided that the field size is large
enough. In our multiple cloud storage system, we can use it
to achieve the following storage cost:

Theorem 4: Suppose (9) holds. The following storage cost
is achievable by the use of nested MDS code:

C∗ � min
N∑

i=1

Ci ni , (11)

where ni ’s are integers subject to

0 ≤ ni ≤ Vi , for i = 1, 2, . . . , N. (12)

min
S⊂KN ,T ⊂T N

(
∑

i∈S
ni −

∑

i∈T
ni ) ≥ B. (13)
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Proof: Since (9) holds, the feasible set as defined by (12)
and (13) is non-empty. To see this, we can simply let ni = Vi

for all i . This setting of ni ’s satisfies constraints (12) and (13)
simultaneously, and thus is a feasible solution. Therefore,
optimal solution exists.

Let (n∗
1, n∗

2, . . . , n∗
N ) be an optimal solution to the mini-

mization problem (11). Define n∗ �
∑N

i=1 n∗
i ,

ν � min
S⊂KN

∑

S
n∗

i , and μ � max
T ⊂T N

∑

T
n∗

i .

The user then generates a random key k = (k1, k2, . . . , kμ),
in which the ki ’s are uniformly and independently distributed
over the finite field Fq . The encoder output is defined by

y = [
k x

]
[

Gk

Gx

]

, (14)

where G �
[

Gk

Gx

]

is the generator matrix of a nested MDS

code with parameter (n∗, ν, μ).
Since the user is allowed to retrieve the file through

any K CSPs, the channel can be seen as a collection of erasure-
erasure wiretap channels with parameters (n∗, ν′, μ′), where

ν′ ∈
{∑

i∈S
n∗

i : S ⊂K N
}

and μ′ ∈
{∑

i∈T
n∗

i : T ⊂T N
}
.

Among all these channels, the worst one is the case where the
user receives the least number of blocks while the eavesdrop-
per observes the most number of blocks, that is, the channel
with parameters (n∗, ν, μ). If the secrecy capacity of this
channel is no less than B , i.e.,

ν − μ ≥ B, (15)

then the code generated by (14) can store B blocks of data with
perfect secrecy. It is obvious that constraints (13) and (15) are
equivalent. Constraint (12) ensures that the allocated numbers
of data blocks satisfy the budget requirement. �

Remark 1: (13) is different from (7) in that T is not
necessarily a subset of S. As a result, C∗ ≥ CL B . We will
prove in the next section that equality indeed holds.

Remark 2: The minimization problem in Theorem 4 can be
solved by integer linear programming (ILP). The number of
constraints in (13) is

(
N

K

)(
N

T

)

= (N !)2

K !(N − K )!T !(N − T )! ,

which can be very large. For example, when N = 15, K = 10,
and T = 4, the above value equals 4, 099, 095. Later in this
paper, we will present an efficient way to solve the problem.

Corollary 5: The coding and allocation problem is feasible
if and only if (9) holds.

Proof: The statement follows directly from Lemma 2 and
Theorem 4. �

V. OPTIMALITY

In Theorems 1 and 4, we provide a lower bound on the
storage cost CL B and an achievable storage cost by nested
MDS code C∗ respectively. Since (13) is different from (7) in

that T is not necessarily a subset of S, we have C∗ ≥ CL B .
In this section, we prove that nested MDS code as described
in the last section is optimal as its achievable storage cost, C∗,
is equal to CL B .

For any non-negative integer sequence n1, n2, . . . , nN ,
define its decreasing ordered sequence by n(1), n(2), . . . , n(N).
In other words,

n(1) ≥ n(2) ≥ · · · ≥ n(N). (16)

The following theorem gives the format of the optimal
allocation parameters.

Theorem 6: The solution to the minimization problem
in Theorem 4, if exists, must have the following form:

n(1) = n(2) = · · · = n(N−K+T +1). (17)

Furthermore,

n(N−K+T +1) + n(N−K+T +2) + · · · + n(N) = B. (18)
Proof: Firstly, it is easy to see that any non-negative

integer numbers n1, n2, . . . , nN satisfy (13), if and only if the
decreasing ordered sequence n(1), n(2), . . . , n(N) satisfy

(n(N−K+1) + · · · + n(N)) − (n(1) + · · · + n(T )) ≥ B. (19)

In other words, (13) and (19) are equivalent.
Secondly, we show that the solution to the minimization

problem must observe (17). Consider some given allocation
parameters n1, n2, . . . , nN that satisfying (12) and (13). Let
n(1), n(2), . . . , n(N) be the corresponding ordered sequence.
We can do the following manipulations until (17) is satisfied,
on the allocation parameters or equivalently the corresponding
ordered sequence, to reduce the cost.

For i < T , if n(i) > n(i+1), we can reduce the value of n(i)

without violating (12) and (19).
For T ≤ i ≤ N − K +T (Note that T < N − K +T because

N > K ), if there exists n(i) > n(i+1), let δ � n(i) − n(i+1).
We can subtract δ from each of n(1), n(2), . . . , n(i). When
doing the substraction, since there are T terms being sub-
tracted in the second bracket of (19), the value in the second
bracket is reduced by T δ. The value reduced in the first bracket
of (19) depends on the value of i . It is

{
0, if i < N − K + 1
(i − (N − K + 1) + 1) δ, if N − K + 1 ≤ i

Since the maximum value of i is N −K +T , the value reduced
in the first bracket is no more than T δ. So subtracting δ from
each of n(1), n(2), . . . , n(i) does not violate (19).

In summary, for any n1, n2, . . . , nN , we can always reduce
their values without violating the constraints (12) and (19)
until the corresponding ordered sequence n(1), n(2), . . . , n(N)

satisfying (17).
Finally, with (17), since K > T , it can be seen that (19) is

equivalent to

n(N−K+T +1) + n(N−K+T +2) · · · + n(N) ≥ B. (20)

We can further reduce the value of n( j ) for j ≥ N − K +T +1
until (18) holds.

The ordered sequence after the above manipulations keeps
satisfying the ordering (16), and constraints (12) and (13).
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Since subtractions can reduce the storage cost, we
can see that the optimal allocation parameters must
satisfy (17) and (18). �

Based on the lower bound of the cost given in Section III
and Theorem 6, we can show the optimality of the nested
MDS coding:

Theorem 7: Suppose the coding and allocation problem
is feasible. Nested MDS code achieves the minimum cost,
i.e., C∗ = CL B.

Proof: By Theorem 6, the optimal allocation parameters
satisfy (17) and (18). With these two criteria, (19) must be sat-
isfied and (13) becomes redundant. Hence, in the minimization
problem in Theorem 4, (13) can be replaced by (17) and (18).

The same analysis can be applied to the minimization
problem in Theorem 1. Denote a set of non-negative integers
satisfying (6) and (7) by nL B

1 , . . . , nL B
N and the correspond-

ing decreasing ordered sequence by nL B
(1) , . . . , nL B

(N). For the
ordered sequence, (7) can be replaced by

(
nL B

(N−K+1) + · · · + nL B
(N)

)
−
(

nL B
(1) + · · · + nL B

(T )

)
≥ B.

Then we can reduce the value of nL B
(1) , . . . , nL B

(N−K+T ) until

nL B
(1) = · · · = nL B

(N−K+T +1) (21)

and reduce the value of n( j )’s for j ≥ N − K + T + 1 until

nL B
(N−K+T +1) + nL B

(N−K+T +2) · · · + nL B
(N) = B. (22)

without violating the decreasing order, and constraints (6) (7).
Since reducing the values of nL B

(i) ’s will only reduce the total
cost, we can see that the solution to the problem in Theorem 1
must have the form (21) and (22). In the minimization problem
in Theorem 1, (13) can be replaced by (21) and (22).
Hence, C∗ = CL B . �

VI. PROPERTIES OF THE OPTIMAL SOLUTION

In this section, we will continue to analyze the properties of
the optimal solution. This enables us to construct an efficient
algorithm in the next section to perform coding and allocation.

According to Theorem 6, the N − K + T + 1 largest values
of the allocation parameters must be equal and we denote
this value by x . Recall that we use n(1), n(2), . . . , n(N) to
denote the ordered sequence of allocation parameters. With
slight abuse of notation, we use (i) to denote the index of
the corresponding CSP, i.e. j = (i) if the amount of data
blocks stored in CSP j is in the i -th position in the ordered
list. Furthermore, V(i) is defined as the budget constraint on
that CSP, i.e., n(i) ≤ V(i). According to the solution form in
Theorem 6, we partition all the CSPs into two sets:

N1 � {(1), (2), . . . , (N − K + T + 1)}
and

N2 � {(N − K + T + 2), . . . , (N)}.
Now we consider the K − T − 1 CSPs in N2 a step further.

Label the indices of these K − T − 1 CSPs by [1], [2], . . . ,
[K − T − 1] according to their storage costs ascendingly, i.e.,

C[1] < C[2] < · · · < C[K−T −1].

Note that by the above definition, we have N2 =
{[1], [2], . . . , [K − T − 1]}.

By definition of x and by (17), n(N−K+T +1) = x . Because
of (18), we have x ≤ B and (18) becomes

n(N−K+T +2) + · · · + n(N) = B − x ≥ 0. (23)

To minimize the storage cost, it is clear that one would put
more coded blocks of data to CSP [1], and then CSP [2], and
so on. Due to the constraints on ordering in (16), the budget
constraint in (12), and the sum constraint in (23), to maximize
the number of blocks stored into CSP [1], we have

n[1] = min{V[1], x, B − x}. (24)

Similarly, for CSP indexed by [2] to [K − T − 1], we have

n[2] = min{V[2], x, B − x − n[1]}, (25)
...

n[K−T −1] = min{V[K−T−1], x, B − x −
K−T −2∑

i=1

n[i]}. (26)

Define

y ′[i] �
{

B − x, i = 1,

B − x −∑i−1
j=1 n[ j ], 2 ≤ i ≤ K − T − 1.

From (23), there must exist one CSP indexed by [i∗], 1 ≤
i∗ ≤ K − T − 1 stores at value y ′[i∗], and the number of
blocks assigned to CSP indexed by [ j ] for j > i∗ must be 0.
For j < i∗, the number of blocks to be stored should be
constrained by either x or V[ j ]. In summary, for CSPs in N2,
we have

n[ j ] =
⎧
⎨

⎩

min{x, V[ j ]}, j < i∗,
y ′[ j ], j = i∗,
0, j > i∗,

(27)

where 1 ≤ i∗ ≤ K − T − 1.
The above analysis shows the storage allocation in N2. Note

that in (27), y ′[ j ] can be equal to x or V[ j ]. To fulfill further
calculation, we need to do some definitions. Let l be the first
index in the sequence N2 = {[1], [2], . . . , [K − T − 1]} such
that the number of blocks stored in the corresponding CSP is
strictly smaller than x and its budget, i.e.,

{l} �
{

∅, if n[ j ] = min{x, V[ j ]} for all j ∈ N2

{[ j∗]}, where j∗ = arg min j {n[ j ] < min{x, V[ j ]}}.
(28)

Denote the number of blocks stored in CSP l by y, i.e., nl = y.
By definition, we have

0 ≤ y < min{x, Vl}. (29)

We further define two subsets of N2 as follows: First, denote
the subset of CSPs who store nothing, except l, by Z , i.e.,

Z � {[ j ] ∈ N2 \ {l} : n[ j ] = 0}.
Second, denote the subset of CSPs whose storage budget is
fully used as B, i.e.,

B � {[ j ] ∈ N2 : n[ j ] = V[ j ] < x}.
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Fig. 2. An example of the allocation parameters.

Then within all the CSPs N , the set of CSPs store at value x
can be expressed as

X � N \ Z \ {l} \ B.

By definition, we have

max{Vi , i ∈ B} < x ≤ min{Vi , i ∈ X }. (30)

An illustration of the allocation parameters is shown in Fig. 2.
Solid lines represent the solution while dashed lines represent
the budgets of the CSPs.

Furthermore, let z � |Z| and b � |B|. The following result
specifies the form of the optimal solution:

Theorem 8: The solution to the minimization problem in
Theorem 4, if exists, must have the following form:

a) Z contains the z most expensive CSPs in N ;
b) If {l} 
= ∅, CSP l is the most expensive CSP in N \ Z;
c) B contains the b CSPs with smallest budgets

in N \ Z \ {l}.
Since the proof is tedious, we put it in the Appendix.
Note that the amount of blocks stored in a CSP can be

divided into four classes. Either nothing, an amount of x , an
amount of y, or an amount equal to the budget is stored. In the
special case when there is no budget requirement, then B
becomes empty, and the solution reduces to the three-level
format in [30]. No matter the budget constraints exist or not, y,
which is the amount stored in CSP l, is actually an artifact due
to the indivisibility of B−∑

i∈B Vi by K −T −z−b−1, which
can be seen from (32) in the next section. Should x and y be
allowed to be real numbers, the solution becomes two-leveled
if without budget constraint. It means that coded blocks of
data should be allocated equally among a certain subset of
cheaper CSPs.

VII. ALLOCATION PARAMETERS CALCULATION,
ENCODING AND ALLOCATION

Based on the properties of the solution revealed
in Theorems 6 and 8, we can develop an efficient algorithm to
solve the minimization problem and obtain the optimal allo-
cation parameters. After that, we can determine the encoding
parameters and finish the encoding and allocation.

A. Allocation Parameters Calculation

According to Theorem 8, there are z CSPs which are not
used to store data and b CSPs which use up all their storage
budgets. We first consider the case when {l} 
= ∅. In this case,
b and z should be non-negative integers satisfying

b + z + 1 ≤ |N2| = K − T − 1.

Since the CSPs who are not in use must be the z most
expensive CSPs and the CSPs who use up all their budgets
must be the b CSPs with smallest budgets in N \ B \ {l}, we
can search the values of z and b through a two-dimensional
search.

We first re-arrange the CSPs according to their prices such
that C1 < C2 < · · · < CN . Then

Z = {N − z + 1, N − z + 2, . . . , N}
and

l = N − z.

For CSPs in the set N \Z\{l} = {1, 2, . . . , N−z−1}, sort Vi ’s
in increasing order. Recall that B is the set of b CSPs with
smallest budgets in N \ Z \ {l} = {1, 2, . . . , N − z − 1}. For
any given z and b, we can calculate the storage cost by

Cz,b = min
x,y

(
∑

i∈B
Ci Vi + Cl y +

∑

i∈X
Ci x

)

, (31)

where x and y are non-negative integers subject to

(K − T − z − b − 2)x + y +
∑

i∈B
Vi = B − x, (32)

(30), and (29). The above constraint (32) is from (23). Due
to (32), we can re-write (31) as

Cz,b =
∑

i∈B
Ci Vi + Cl (B −

∑

i∈B
Vi )

+ min
x

(
∑

i∈X
Ci − Cl(K − T − 1 − b − z)

)

x .
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From (32), (30), and (29), if x ≤ Vl we have
⌈

B −∑
i∈B Vi + 1

K − T − b − z

⌉

≤ x ≤
⌊

B −∑
i∈B Vi

K − T − 1 − b − z

⌋

,

and if x ≥ Vl + 1, we have
⌈

B −∑
i∈B Vi + 1 − Vl

K − T − b − z − 1

⌉

≤ x ≤
⌊

B −∑
i∈B Vi

K − T − 1 − b − z

⌋

.

After checking the feasibility range of x , we can get the
maximum value and minimum value of x . To obtain Cz,b, if

∑

i∈X
Ci − Cl(K − T − 1 − b − z) < 0,

optimal x should be the maximum value and otherwise,
optimal x should be its minimum value. So given the values
of z and b, Cz,b can be determined by calculating the value
of x . By comparing Cz,b for all possible choices of z and
b, we can obtain smallest cost for the case when {l} 
= ∅,
i.e., minz,b Cz,b.

Now we consider the second case when {l} = ∅. According
to the definition of {l} in (28), if {l} = ∅, then the amount
of allocation for all CSPs in N2 are all non-zero. Therefore,
we can set z = 0 in this case. The problem reduces to a one-
dimensional search for the value of b over the range 0 ≤ b ≤
K − T − 1. The storage cost becomes

C ′
b = min

x

(
∑

i∈B
Ci Vi +

∑

i∈X
Ci x

)

,

where x should be a non-negative integer satisfying

(K − T − 1 − b)x +
∑

i∈B
Vi = B − x

and (30). If there is no feasible value of x , we set C ′
b to be ∞.

The smallest cost for the case when {l} = ∅ is minb C ′
b.

Combining the two cases, we can find the minimum storage
cost C∗ = min{minz,b Cz,b, minb C ′

b} and the optimal values
of z and b.

Now we analyze the time complexity of calculating the
allocation parameters. For the first case when {l} 
= ∅, given
any value of z, we need to sort Vi ’s in increasing order
with time complexity of O(N log N), and search through all
possible choices of b with time complexity of O(N). So the
time complexity to find the solution for a given value of z is
O(N log N + N) = O(N log N). Then we need to find the
minimum cost within the costs obtained by all possible values
of z, with time complexity of O(N). Thus minz,b Cz,b can be
determined with overall time complexity of O(N2 log N). For
the second case when {l} = ∅, since z is fixed to 0, the time
complexity for determining minb C ′ is O(N log N). Therefore,
the whole minimization problem can be solved with an overall
time complexity of O(N2 log N).

B. Encoding and Allocation

After obtaining the allocation parameters n1, n2, . . . , nN ,
the encoding parameters n, ν and μ can be deter-
mined. Sort n1, n2, . . . , nN in decreasing order and obtain

n(1), n(2), . . . , n(N). The encoding parameters are then given
by

n = n1 + n2 + · · · + nN ,

ν = n(N−K+1) + n(N−K+2) + · · · + n(N),

μ = n(1) + n(2) + · · · + n(T ).

To encode the file, the generator matrix G of a nested MDS
code with parameter (n, ν, μ) is needed. As mentioned before,
G can be constructed by Vandermonde matrix or Cauchy
matrix. It is also possible to design the nested MDS code
based on special application requirements, such as small field
size or sparse generator matrix.

Encoding can be done as follows:

y = [k x] G,

where k = (k1, k2, . . . , kμ) is a vector of random keys. The
encoding complexity of using Vandermonde matrix or Cauchy
matrix is O(n log2 n) [39].

The encoded vector y is then divided into y1, y2, . . . , yN
according to ni ’s, which are stored into the N CSPs,
respectively. The file, which has B blocks of data, is now
securely stored and the storage cost is exactly the value of C∗
obtained in the last subsection.

To retrieve the file, the user performs decoding by

x′ = yB G−1
B ,

where yB is any B-length vector obtained from y(S) and G B

is the corresponding B × B sub-matrix of G. The inverse of
Vandermonde matrix or Cauchy matrix takes time complexity
O(n3) or O(n2) [40], [41] and multiplication takes complexity
O(n log2 n). Thus the decoding complexity is O(n3) or O(n2).

VIII. NUMERICAL EXAMPLES

In this section, we give some numerical examples on the
allocation parameters. In the following examples, we assume
that the file size is not large, so the whole file is regarded
as a single chuck, which consists of B blocks of data. For a
large file, it will be divided into smaller chucks first, and the
encoding operations are applied to each chuck repeatedly. For
each chunk, we determine the amount of encoded data to be
stored in each CSP according to Section VII-A. After that,
the code length is determined and the chunk can be encoded
according to the method in Section VII-B. The encoded data
for a CSP, commonly called a share, can then be stored in
the CSPs.

Note that our system architecture is similar to that in [13],
which presents also a practical software implementation of the
multiple-cloud system. Our proposed system design can be
implemented in a similar way as that in [13, Sec. 5]. On the
other hand, the naming method for each share in our system
is different from that in [13]. In our system, it is named by
the index of the CSP to which it is stored and this information
does not need to be encrypted, since the locations cannot reveal
any information of the original file in our model. Besides, the
indices of the CSPs to which the shares belong, the lengths of
the shares, encoding parameters (n, ν, μ) and encoding matrix
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TABLE I

STORAGE ALLOCATION PARAMETERS

are also stored in the metadata. For details of file uploading
and downloading, we refer the readers to [13].

In the first example shown in Table I, we assume that
there are N = 15 CSPs and they are listed according to
their charges in increasing order. The charge of each CSP
is shown in the second column. The third column shows the
budgets of the CSPs. The user wants to store B = 500 blocks
of data. It is required that the file retrieval can be done
through any K = 12 CSPs, which means that the data is
reliable even N − K = 3 CSPs are disconnected. Table I lists
the allocation parameter on each CSP when the number of
colluding CSPs, T , increases from 0 to 2.

When T = 0, all the CSPs are trustful. This corresponds
to data allocation problem without security concern. We use
MDS code (695, 500) to encode. The optimal allocation is
that CSPs 2 and 5 stores at their budgets while CSPs 12 to 15
are not used. This code and its allocation is sufficient for file
reconstruction through any K ′ = K − 4 = 8 CSPs out of
the N ′ = N − 4 = 11 CSPs that are in use. When T = 1,
we use nested MDS code with parameters (740, 560, 60) to
encode. In this case, CSPs 2 and 5 reach their budgets while
CSPs 14 and 15 are not used. This code and its allocation is
sufficient for file reconstruction through any K ′ = K − 2 =
10 CSPs out of the N ′ = N − 2 = 13 CSPs that are in use.
CSP 13 stores 30 blocks of data, which is strictly less than
both its budget and the storage amount of other CSPs that
are in use. This corresponds to the solution at which l = 13
and y = 30. When T = 2, we use nested MDS code with
parameters (785, 614, 114) to encode. In this case, only CSP 5
reaches its budget. Besides, fewer CSPs store nothing.

In Table I, it seems that when T increases, the encoded
block length n increases and the storage amount in each CSP
decreases. In general, however, they are not true. Consider
another example, whose parameters are shown in Table II.
It differs from the previous example in that the budgets of
CSPs 1 and 2 are both increased to 101 and 102. When T = 1,
we use nested MDS code with parameters (800, 575, 75) to

TABLE II

STORAGE ALLOCATION PARAMETERS

Fig. 3. Storage cost versus number of CSPs N.

encode and when T = 2, we use nested MDS code with
parameters (785, 614, 114) to encode. The encoded block
length reduces by 15. Furthermore, when T increases to 4,
the number of allocated blocks on each CSP increases.

From these two example, it can be seen that when T
becomes large, more CSPs are used. This is because when
we want to keep privacy against more colluding CSPs, we
should disperse the data into more blocks and store them in a
more scattering way.

Next we investigate the effect of N, K , and T on the
storage cost. Let B = 500. The charge of each CSP is
Gaussian distributed with mean 30 and variance 5, truncated
between 10 and 50. The budget of each CSP is Gaussian
distributed with mean 70 and variance 10. To ensure that there
is a feasible solution, each budget is lower bounded by � 500

K−T �.
We can see in Fig. 3 that the storage cost is relatively steady
when the ratio N : K : T is constant. Comparing the case
when the ratio is 7:5:2 with the other case when it is 7:6:1, it
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Fig. 4. Saved storage cost of optimal allocation.

can be seen that the storage cost is higher if it is required to
retrieve the file from fewer CSPs or there are more colluding
CSPs. When T and N − K are fixed, the cost drops when N
increases.

To see the benefit of storing unequal amount of data blocks
in different CSPs, we compare the cost between equal alloca-
tion and optimal allocation. For equal allocation, if we want
to satisfy the perfect secrecy and reconstruction requirements,
the coding parameter should be (n′N, n′ K , n′T ), where n′ is
the number of allocated data on each CSP. Like (15), we have

n′(K − T ) ≥ B.

So for equal allocation, the number of data allocated on each
CSP should be

n′ =
⌈ B

K − T

⌉
,

and the budget on every CSP should be large enough,
i.e., Vi ≥ n′ = � B

K−T � for i ∈ N .
In the example shown in Fig. 4, we show the comparison

of costs between equal allocation and optimal allocation, with
N = 15 and K = 12. The solid lines correspond to the cases
when the budgets are set to be very large, so that there is
essentially no maximum constraint on the storage amount of
each CSP. The dashed lines correspond to the cases when the
budgets of the CSPs are the same as those in Table I. The
prices of the CSPs are Gaussian distributed with mean 30
and variance changes from 1 to 10, truncated within the
range [10, 50]. We plot the the saved storage cost against the
variance of the price of each CSP, where the saved storage
cost is defined as the cost difference between equal allocation
and optimal allocation. For every given variance, we run the
program 200 times to get the average saved storage cost. It can
be seen that optimal allocation has larger saving when the
variance of Ci increases. Furthermore, when T decreases or
the budgets increase, the saved cost also increases. This is
because in these cases, the range of feasible allocations grows
and optimal allocation can select the best allocation within a
larger set of feasible allocations.

Fig. 5. Saved storage cost of optimal allocation.

In Fig. 5, we show the saved storage cost against the file
size, B . In this example we set N = 15, K = 12, and T = 2.
The CSPs’ prices are the same as those in Table I. We plot the
saved storage cost under three different settings of Vi : (i) the
values of Vi ’s are very large so that the storage amount of each
CSP has essentially no constraint, (ii) Gaussian distributed
with mean 70 and variance 3, (iii) Gaussian distributed with
mean 70 and variance 10. To ensure a non-empty feasible solu-
tion set, the budget of each CSP is lower bounded by � B

K−T �.
For each setting of Vi , we run 100 times to get the average
saved storage cost. From the figure, it can be seen that the
curves exhibit a sawtooth structure, which is due to the integer
constrains of ni ’s. Despite this, we can still see the trends
with the growth of B . When Vi is large, the growth is linear,
since the amount of saving per unit size of the file should be
constant. On the other hand, when the budget is limited as
in the other two cases, the saved cost eventually drops when
B exceeds a certain threshold. The reason is that the optimal
allocation amount of some cheaper CSPs reach their budgets,
thus reducing the cost difference between optimal allocation
and equal allocation. Furthermore, when the variance of Vi

is large, CSPs with small budgets becomes more, the benefits
of optimal allocation is confined by these CSPs with small
budgets.

IX. CONCLUSION

In this paper, we investigate the minimization of storage
cost when the user stores its data in multiple untrustful
and unreliable clouds. We give a lower bound on the cost
and present a coding scheme that can achieve this bound.
This optimal scheme can be solved through two-dimensional
search, which has very low computational complexity. Since
the computational complexity is low, the result is also applica-
ble to large-scale storage systems.

While this work considers only data confidentiality and
availability, it is also interesting to address the issue of
data integrity in multiple clouds. A user should be able
to detect any changes in data that may occur as a result
of transmission errors during file uploading or alteration by
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unauthorized persons. How to simultaneously ensure data con-
fidentiality, availability and integrity by coding and allocation
with minimum cost is a challenging problem to be tackled in
the future.

APPENDIX

The proof of Theorem 8 is shown below:
Proof: We first consider the CSPs in Z . From (27), the

CSPs in set Z must be the z most expensive CSPs in set N2,
i.e.,

min{Ci , i ∈ Z} > max{Ci , i ∈ N2 \ Z}. (33)

We claim that any CSP in Z must be more expensive than all
the CSPs in N1:

min{Ci , i ∈ Z} > max{Ci , i ∈ N1}. (34)

Let

n j =

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

x, j ∈ N1,
x, j ∈ N2 \ B \ Z \ {l},
y, j = l,
Vj , j ∈ B,
0, j ∈ Z,

(35)

be the optimal solution. Denote the most expensive CSP in N1
by t . If there exists one CSP indexed by p ∈ Z satisfy

Cp < Ct ,

so that (34) does not hold, we can always find another feasible
solution leading to a lower cost.

For the trivial case x = 1, we have nt = 1. It is easy to see
that since Vi ≥ 1 for all i ∈ N , we can reduce the cost by
exchange the value of n p and nt without violating the budgets.

For the case x ≥ 2, if N2 \ B \ Z \ {l} = ∅, we can assign
new allocation parameters as

n j =

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

x − 1, j ∈ N1,
y, j = l,
Vj , j ∈ B,
1, j = p,
0, j ∈ Z \ {p}.

(36)

Since y < x and Vj < x for j ∈ B, we have x − 1 ≥ y and
x−1 ≥ Vj for j ∈ B. By re-ordering the CSPs in N2 according
to the newly assigned parameters, we can see that the re-
ordered newly assigned allocation parameters satisfy (16), (17)
and (18), and hence they satisfy (19). Since any non-negative
integer numbers n1, n2, . . . , nN satisfy (13), if and only if the
ordered sequence n(1), n(2), . . . , n(N) satisfy (20), we can see
n j ’s in (36) satisfy (19). Furthermore, they all satisfy (12).
So it is a feasible solution of the minimization problem in
Theorem 4. The new allocation parameters result in a lower
cost because the cost change

C� = −
(N−K+T +1)∑

i=(1)

Ci + Cp

≤ −Ct + Cp

< 0.

If N2 \ B \ Z \ {l} 
= ∅, we can assign new allocation
parameters as

n p = 1, nt = x − 1,

and then exchange the position of t and any one of CSP in
set N2 \B \Z \ {l}. The exchange will not violate the budgets
since Vt ≥ x . Thus the CSPs in N1 store the same amount of
data x . Again, by re-ordering the newly assigned parameters
in N2, we can see they satisfy (16), (17) and (18). Similarly
as above, it is also a feasible solution and the cost change is
also less than 0.

The above results contradict with the assumption that (35)
is the optimal solution. Thus (34) must hold. Combining (33)
and (34), we can see that the CSPs in set Z must be the z
most expensive CSPs in N .

For CSP l, we have y + 1 ≤ Vl and y + 1 ≤ x by definition
of l. Similar to the case when we consider Z , if x = y + 1,
we can exchange nt and nl without violating the budgets. If
x ≥ y + 2, similar to the case when we increase n p = 0 to
n p = 1 when considering Z , we can increase y to y + 1, and
the analysis is exactly the same. Thus l is the most expensive
CSP in N \ Z .

Lastly, we consider the budgets of CSPs in set B. From (30),
we can see that the budget of any CSP in B is smaller than the
budget of any CSP in N \Z \{l}\B. So B contains the b CSPs
with smallest budgets in N \ Z \ {l}. �
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