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A Zigzag-Decodable Ramp Secret Sharing Scheme
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Abstract— The classical threshold secret sharing scheme by
Shamir requires high computation complexity. Many fast secret
sharing schemes have been proposed to reduce the computation
cost. Another problem of perfect secret sharing scheme is the
large share size. Ramp sharing schemes were proposed as a
solution to reduce the share size with sacrificing secrecy to
some extent. This paper proposes a new ramp scheme, which
is adapted from the zigzag-decodable erasure codes for data
storage systems. The scheme is shown to approach a linear ramp
scheme when the secret size grows to infinity. It is conceptually
easy to understand, and has low computation cost, since both its
encoding and decoding algorithms are based only on the XOR
and bitwise-shift operations.

Index Terms— Secret sharing scheme, threshold scheme, ramp
scheme, perfect secrecy, zigzag-decodable code, zigzag decoding.

I. INTRODUCTION

THE idea of secret sharing was introduced independently
by Shamir [1] and Blakley [2] in 1979. Since then,

it has been richly developed (e.g., [3]–[6]) and widely used
for privacy protection of a secret among multiple participants.
In its general form, a secret sharing scheme considers a dealer
and multiple players. The dealer gives a share of the secret
to the players, but only when specific recovery conditions are
fulfilled will a subset of the players be able to reconstruct
the secret from their shares. Requirements are imposed on
how much information leakage is allowed when some other
conditions are met.

The first model of secret sharing is known as the (T, N)
threshold secret sharing scheme [1], [2]. In this model, there
are N players. The dealer encodes the secret message, M ,
into n shares, and distributes them to the N participants. The
conditions to be met are these:

1) (Recovery) The secret M can be decoded when
T or more players get together.

2) (Perfect Secrecy) No information about M is disclosed
when fewer than T players are present.
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Threshold secret sharing, however, requires large share
size, which incurs large storage overhead. To improve space
efficiency, one has to sacrifice secrecy to some extent. For
instance, Krawczyk proposed a scheme, which relaxes perfect
secrecy to computational secrecy [7]. Another approach, called
ramp secret sharing, was proposed in [8]. Yamamoto [9] also
investigates the ramp secret sharing scheme. In a ramp secret
sharing scheme, another threshold, T−W , is introduced under
which no information is revealed, while above which some
information leakage is allowed. In particular, the scheme is
called linear if the leakage, in terms of information entropy,
increases linearly with the number of shares from T−W to T .
A formal description of ramp secret sharing will be given in
Section II.

Early secret sharing schemes generally have high com-
putation cost. To reduce the cost, schemes involving only
XOR operations or additions have been developed. Ishizu and
Ogihara [10] proposed a fast (2, 3)-threshold scheme, which
was generalized to fast (2, N)-threshold schemes in [11], [12].
Kurihara et al. [13] proposed a fast (3, N)-threshold scheme.
Shiina et al. [14] proposed a fast (T, N)-threshold scheme
for arbitrary values of T and N . This scheme, however,
has a drawback that the storage overhead of each share is
large. Kurihara et al. [15] proposed another fast (T, N)-
threshold scheme for arbitrary values of T and N . Also, they
provide an extension of the schemes to a (T, W, N)-threshold
ramp scheme in [16]. For some parameters, it was shown
experimentally that the scheme is 900-fold faster than Shamir’s
scheme in terms of recovery time [15]. After Kurihara’s work,
there are a few schemes that are also based on XOR. One such
scheme was proposed by Lv et al. [17], but was pointed by
Wang and Desmedt [18] and Chen et al. [19] that the scheme
contains a number of flaws. Wang and Desmedt proposed their
own threshold scheme in [18], but they did not provide an
analysis of the efficiency of their scheme. Recently, Chen et al.
provided such an analysis in [19] and compared their proposed
threshold scheme with those in the literature.

Recently, zigzag decodable (ZD) erasure codes have been
proposed for distributed storage systems in [20] and further
developed in [21]. The construction of the code is inspired by
a fast decoding algorithm, called zigzag decoding, for random
access networks [22]. In addition to storage applications, ZD
codes have also been applied to fountain coding [23] and
combination network coding [24]. In this paper, we extend
the code to a ramp secret sharing scheme. Other consid-
erations and new constructions of ZD codes can be found
in [25] and [26]. It should be noted that ZD codes have some
extra storage overhead, which means that, in the terminology
of secret sharing, our proposed scheme is not ideal. On the
other hand, for storage applications, the file size is typically
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TABLE I

NOTATION USED IN THIS PAPER

large, so that the storage overhead is negligible. Therefore,
we are particularly interested in the regime of large secret,
which means that the secret size L (in bits) is much greater
than NT . As there are many symbols in this paper, in order
to make it easier to track their meanings, we state our
notation in Table I, The contribution of this work includes
the following:
• A new ramp secret sharing scheme is constructed, which

approaches a linear ramp scheme asymptotically when
the secret size, L, grows to infinity.

• The secret, in the form of a binary string of length L, can
be recovered by a fast algorithm, called zigzag decoding,
which is based only on bit shifts and XOR operations.
In the regime of large secret, i.e. L grows faster than
T N , the time complexity of the recovery algorithm is
lower than all existing XOR-based schemes.

The rest of this paper is organized as follows. In Section II,
the information-theoretic definition of ramp secret sharing
scheme is described. Some preliminaries on generalized Van-
dermonde matrix and discrete valuation on polynomials are
reviewed in Section III. The proposed secret sharing scheme
is given in Section IV, and its properties are proved in
the appendix. The zigzag decoding algorithm is presented
in Section V. The time complexity analysis and comparison
is demonstrated in Section VI. We conclude our work in
Section VII.

II. RAMP SECRET SHARING SCHEME

In this section, we follow part of the terminology in [27]
to define the ramp secret sharing scheme. For positive
integers T , W and N , with W ≤ T ≤ N , a (T, W, N)-
ramp secret sharing scheme is a method of distributing a secret
message to N participants such that any T of them are able
to reconstruct the secret message, but any T − W of them
cannot obtain any information. We label the participants by
N := {1, 2, . . . , N}. The secret message M takes value in a

finite set M, and each share takes value in a finite set S.
The encoding requires a random key as an input, and we
assume that the random key takes value in a finite set K. For
n ∈ N , we denote the nth encoding function, which computes
the nth share, by Encn . The encoding function Encn is a
function mapping a secret message m ∈M and a key k ∈ K
to an element s in S. The cardinality of S may be different
from the cardinality of M, and the encoding functions need
not be surjective.

Given message m ∈M and key k ∈ K, we call the (N+2)-
tuple

ω = (m, k, Enc1(m, k), Enc2(m, k), . . . , Encn(m, k)) (1)

a realization of the secret sharing scheme, and let � be the set
of all possible realizations. We regard � as the sample space
of a probability measure. A realization is drawn uniformly at
random from �, i.e., each realization occurs with probability
(|M| · |K|)−1.

We index the components of a realization ω ∈ � by

I := {M, K} ∪ {1, 2, . . . , N},
where M and K are some symbols distinct from 1 to N . Given
any subset A ⊆ I, we let ωA be the |A|-tuple obtained by
restricting ω to the components indexed by A. We denote the
random vector induced by this projection by ωA. (In this paper
we use a boldface letter to represent a random variable or a
random vector.) If {e} is a singleton, we will simply write
ωe instead of ω{e}. For example, ωM is the random variable
corresponding to the secret message, ωK is the random key,
and ωn is the random variable corresponding to the nth share,
for n ∈ N .

Let X and Y be two jointly distributed random variables.
We denote the Shannon entropy of X by H (X) and the
conditional entropy of X given Y by H (X|Y). The following
properties will be used:

(i) 0 ≤ H (X) ≤ log(|X |).
(ii) H (X) = log(|X |) if and only if X is uniformly

distributed over X .
(iii) If H (X|Y) = 0, then X is a deterministic function of Y.
(iv) If H (X|Y = y) = H (X), then no information about X

is revealed when the event {Y = y} occurs.

A (T, W, N)-ramp secret sharing scheme consists of three
finite sets, M, K and S, and n encoding functions Encn :
M × K → S, for n = 1, 2, . . . , N , such that the resulting
sample space � satisfies

1) (decodability)

H (ωM|ωA) = 0

for any subset A of N with |A| ≥ T .
2) (secrecy)

H (ωM|ωA) = H (ωM)

for any subset A of N with |A| ≤ T −W .

Condition 1 says that any T or more shares can
recover the message uniquely. Condition 2 requires that any
T −W or fewer shares have no information about the secret.
In the special case when W = 1, a (T, 1, N)-ramp secret
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sharing scheme is called a (T, N)-threshold secret sharing
scheme.

Example 1: The celebrated secret sharing scheme by
Shamir [1] is a (T, N)-threshold secret sharing scheme
(i.e. W = 1). The message space M and share space S are
all identified with a finite field Fq of size q , for some prime
power q greater than N . Each participant is associated with a
distinct element in Fq . To encode a secret message m ∈ Fq ,
we randomly pick T − 1 elements c1, c2, . . . , cT−1, from Fq

uniformly and independently. The share of the participant
associated with a finite field element α is computed by
evaluating a polynomial over finite field Fq at α,

Encα(m, c1, . . . , cT−1)=m+c1α + c2α
2 + · · · + cT−1α

T−1.

The decodability of Shamir’s secret sharing scheme depends
on the fact that for a polynomial f (x) with degree less
than or equal to T−1, if we know the values f (α1), . . . , f (αT )
for T distinct elements α1, . . . , αT , then we can recover the
coefficients of f by Lagrange interpolation. �

We say that a (T, W, N)-ramp secret sharing scheme is
linear if it satisfies the following condition:

3) (linear information leakage) For each � = 1, 2, . . . ,
W − 1, we have

H (ωM|ωB = ωB) = W − �

W
H (ωM)

for any B ⊂ N with |B| = T −W +� and ωB satisfying
Pr{ωB = ωB} > 0.

Furthermore, if we have a sequence of (T, W, N)-ramp secret
sharing schemes indexed by j = 1, 2, 3, . . ., we say that
this sequence of (T, W, N)-ramp secret sharing schemes is
asymptotically linear if for each � = 1, 2, . . . , W − 1,

lim inf
j,B,ω

( j)
B

H (ω
( j )
M |ω( j )

B = ω
( j )
B )

H (ω
( j )
M )

= W − �

W
,

where ω
( j )
M is the random variable associated with the message

of the j -th scheme, and ω
( j )
B is the collection of shares indexed

by B ⊆ N in the j -th scheme, and the lim inf is taken over
all j > 0 and ω

( j )
B such that B ⊆ N has cardinality T −W+�

and Pr{ω( j )
B = ω

( j )
B } > 0.

III. PRELIMINARIES

Secret message, random keys, and shares are strings of bits.
The operations we apply on them are restricted to bit-wise
operations, such as exclusive OR, bit-wise shift and truncation.
By truncation we mean the operation of keeping an initial part
of a binary strings and removing the rest of it.

We represent a string of bits by the coefficients of a
polynomial over F2. Let z denote an indeterminate, and F2[z]
be the ring of polynomials with coefficients in F2. If the
length of a binary string is equal to L, then the degree of
the associated polynomial is less than or equal to L − 1.
Bit-wise exclusive OR is represented by the addition of two
polynomials. The operation of bit-wise right shift is the same
as multiplication by z.

For a polynomial g(z) ∈ F2[z], the truncation of g(z) at
degree L is the polynomial obtained by removing all the terms
with degree larger than or equal to L. We will write

g̃(z) = g(z) mod zL

if g̃(z) is the truncation of g(z) at degree L. The truncation
operation can be represented algebraically in terms of the dis-
crete valuation with respect to z. Given a non-zero polynomial
p(z) ∈ F2[z], we define the discrete valuation of p(z) with
respect to z, denoted by ν(p(z)), as the smallest integer e such
that p(z) can be factored as the product of ze and a polynomial
with nonzero constant term,

p(z) = ze(1+ c1z + c2z2 + · · · ).
By convention, we define ν(0) := ∞. We note that ν(z) = 1,
and z is sometimes called a uniformizer of ν.

For a polynomial p(z) ∈ F2[z] with ν(p(z)) ≥ m, we will
use O(zm) as a short-hand notation of p(z) to reveal the
fact that the discrete valuation of the polynomial is greater
than or equal to m. With slight abuse of notation, we will
use the same symbol O(zm) to represent different polyno-
mials when we only concern their discrete valuations rather
than what the polynomials precisely are. Given a polynomial
b(z) ∈ F2[z], the truncation of b(z) at degree L is the unique
polynomial a(z) in F2[z] with degree strictly less than L,
satisfying a(z)− b(z) = O(zL).

We record some basic properties of the degree function and
the discrete valuation function with respect to z.

Proposition 1: For two polynomial a(z) and b(z) in F2[z],
we have

deg(a(z)b(z)) = deg(a(z))+ deg(b(z)), (2)

ν(a(z)+ b(z)) ≥ min{ν(a(z)), ν(b(z))}. (3)

We have equality in (3) if ν(a(z)) 
= ν(b(z)).

IV. A ZIGZAG-DECODABLE SECRET SHARING SCHEME

In this section, we present the construction of a zigzag-
decodable (T, W, N)-ramp secret sharing scheme, which is
based on the XOR and bitwise-shift operations. We name the
proposed scheme as ZD secret sharing scheme.

The secret message consists of W L bits, for some positive
integer L. The message space M is identified with F

W L
2 . The

secret bits are divided into W equal parts, and are represented
by the coefficients of polynomials

mw(z) := mw,0 + mw,1z + · · · + mw,L−1zL−1

for w = 1, 2, . . . , W . Each participant stores L � bits, where
L � is an integral parameter larger than L, and will be specified
later. For n = 1, 2, . . . , N , we represent the bits contained in
the nth share by the coefficients of polynomial

sn(z) := sn,0 + sn,1z + · · · + sn,L �−1zL �−1.

Each share takes value in the set S of binary polynomials with
degree less than or equal to L � − 1. The encoding requires
(T − W )L � bits as the random key. We create T − W
polynomials in F2[z] with the random bits as the coefficients,

k�(z) = k�,0 + k�,1z + · · · + k�,L �−1zL �−1,
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for � = 1, 2, . . . , T − W . The key space K is identified with
F

(T−W )L �
2 .
Construction: For positive integers T , W , N , L and L �,

we define the scheme S (T, W, N, L, L �) as the ZD secret
sharing scheme in which the nth share is obtained by

sn(z) =
( T−W∑

�=1

k�(z)z
(�−1)(n−1)

)

+
W∑

w=1

mw(z)z(T−W+w−1)(n−1) mod zL �, (4)

for n = 1, 2, . . . , N .
Alternately, the encoding can be described as follows.

Firstly, compute the column vector

⎡
⎢⎢⎢⎣

v1(z)
v2(z)

...
vN (z)

⎤
⎥⎥⎥⎦ =

⎡
⎢⎢⎢⎢⎢⎣

1 1 . . . 1
1 z . . . zT−1

1 z2 . . . z2(T−1)

...
...

. . .
...

1 zN−1 . . . z(T−1)(N−1)

⎤
⎥⎥⎥⎥⎥⎦

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

k1(z)
...

kT−W (z)
m1(z)

...
mW (z)

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦
,

(5)

and then obtain the nth share, sn(z), by truncating vn(z) at
degree L �. We observe that the above matrix is a rectangular
Vandermonde matrix.

Example 4: We illustrate the encoding procedure by con-
sidering S (4, 2, 4, L, L + 9) with parameters T = 4, W = 2
and N = 4. We want to hide a secret in four shares such that
any two of them reveal no information about the secret, but all
four of them can recover the secret message. We create two
polynomials m1(z) and m2(z) of degree less than or equal to
L, whose coefficients are the secret message bits. Then we
generate 2L � = 2(L+ 9) bits uniformly at random, and create
two polynomials k1(z) and k2(z) with the random bits as the
coefficients. The five shares are obtained by truncating the
following polynomials

v1(z) = k1(z)+ k1(z)+ m1(z)+ m2(z)

v2(z) = k1(z)+ k2(z)z + m1(z)z
2 + m2(z)z

4

v3(z) = k1(z)+ k2(z)z
2 + m1(z)z

4 + m2(z)z
6

v4(z) = k1(z)+ k2(z)z
3 + m1(z)z

6 + m2(z)z
8

at degree L � = L + 9. A graphical illustration can be found
in Fig. 1. �

An attractive feature of this code is that it can be decoded
by a fast iterative algorithm called zigzag decoding when L

�

is large enough. In our construction, L
� = L+ (N −1)(T −1)

and L should be larger than NT . Due to the structure of the
Vandermonde matrix, it has been proved in [20] that given
any T shares, at each iteration, there is always an “exposed”
bit in at least one of the shares, so that the corresponding bit
of a key or of a message can be directly read off from that
share. After knowing that bit, it can be subtracted from the
other T − 1 shares. The procedure repeats until the message
polynomials have been recovered.

Fig. 1. A (4, 2, 4)-ramp secret sharing scheme.

Example 4 (Continued): We illustrate the idea of zigzag
decoding for the (4, 2, 4) ZD secret sharing scheme in Fig. 2.
The algorithm looks for an “exposed” bit from the four
shares. It finds from s2(z) that the first bit is exposed, which
corresponds to the first bit of k1(z), i.e., k1,0. The decoder
reads that bit and subtracts it from all shares. Then, it enters
the next iteration, and finds that k1,1 is exposed in s3(z). The
decoder reads the bit and subtracts it from all shares. In the
third iteration, it finds that k2,0 is exposed in s2(z). It then
subtracts the bit from all shares. The algorithm repeats until
the message polynomials are recovered. �

From this example, it can be seen that zigzag decoding
is very easy to implement. Moreover, all the computations
are done using XORs. A formal description of the algorithm
and the analysis of its time complexity will be presented in
Section V.

Indeed, we found that the zigzag-decodable scheme speci-
fied is a ramp secret sharing scheme. We state this result as
the following theorem,

Theorem 2: For fixed T , W and N, the ZD secret sharing
scheme S (T, W, N, L, L + (N − 1)(T − 1)) is an asymp-
totically linear (T, W, N)-ramp secret sharing scheme as L
approaches infinity.

The proof is quite involved, and is put in the Appendix.
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Fig. 2. Recovering the secret from the (4, 2, 4) ZD secret sharing scheme
via zigzag decoding.

V. SECRET RECOVERY VIA ZIGZAG DECODING

In this section, we describe how the secret encoded by
the scheme S (T, W, N, L, L �) can be recovered by zigzag
decoding, assuming that the shares are truncated at degree
L � = L + (N − 1)(T − 1), Recall that there are T − W
key polynomials and W message polynomials in the scheme.
Given any T shares, a recovery algorithm is required to decode
the W message polynomials.

Consider a set A = {i1, i2, . . . , iT } of T indices in
N . The shares, si1(z), . . . , siT (z), are used to recover the
secret. As before, we use the notation a j := i j − 1, for
j = 1, 2, . . . , T . Define K := {1, 2, . . . , T − W } and M :=
{T − W + 1, T − W + 2, . . . , T }. Following the description
in [20], we state the zigzag decoding algorithm below:

Step 0 (Initialization): Let M� ←M, T ← K ∪M�, and
m̂ j (z)← 0 for all j ∈M. Furthermore, for each j ∈ T , let

y j (z)← si j (z),

and

η j (z)←
{

1L �(z) if j ∈ K,

1L(z) if j ∈M,

where 1d(z) denotes the polynomial of degree d − 1 with
all d coefficients equal to one. Note that y j (z)’s and m̂ j (z)’s

are used as holders for the shares and decoded messages,
respectively. The polynomials η j (z)’s are used to keep track
of the bits of the keys and messages that have not yet
been decoded. Initially, no bits have been decoded, so all
coefficients of η j (z)’s are equal to one.

Step 1 (Finding an Exposed Bit): For each i ∈ T ,

• check the existence of j∗ ∈ T such that

ν(z(i−1)a j∗η j∗(z)) < ν(z(i−1)a j η j (z)) ∀ j ∈ T \ { j∗}.
• if exists,

– let i∗ ← i and ν∗ ← ν(z(i∗−1)a j∗η j∗(z));
– let b∗ be the coefficient of zν∗ in yi∗(z);
– break.

This step is used to find a share holder, yi∗(z), which has an
exposed bit. The exposed bit found is denoted as b∗, which
may be a bit of a key polynomial or a message polynomial.
It can be read off directly without any computation.

Step 2 (Updating):

• If j∗ ∈M�, then m̂ j∗(z)← m̂ j∗(z)+ b∗zν(η j∗(z)).

• Let yi (z)← yi (z)− b∗zν(z
(i−1)a j∗ η j∗ (z)) for every i ∈ T .

• Remove from η j∗ its lowest order term. If η j∗ equals 0,
then remove j∗ from M� and from T .

If the exposed bit comes from a message polynomial, then
the information will be stored in m̂ j∗(z). Otherwise, it will
simply be discarded, as it is not necessary to decode the key
polynomials.

Step 3 (Repeat or Halt):

• If M� 
= ∅, then go to Step 1,
• else for j = 1, 2, . . . , W , let m j (z)← m̂T−W+ j (z) and

output m j (z).

If all the message polynomials have been decoded, then we
re-index the message polynomials from 1 to W , and output
them.

Note that a naive implementation of Step 1 would require
searching over all i, j ∈ T , which takes O(T 2) operations.
To speed up the process, a better data structure could be used.
For each share holder yi (z), one can use an integer array
Ai [·] of size L � whose k-th component is used to indicate
the number of key and message polynomials that are involved
in obtaining the k-th bit of yi(z). In other words, each entry
of Ai [·] must lie within 0 and T , and if Ai [k] = s, then the
coefficient of zk−1 in yi (z) is obtained by XOR’s of s bits,
each of which comes from a key polynomial or a message
polynomial. Furthermore, for each share holder yi (z), one
can use a variable pi to point to the first non-zero entry of
Ai [·]. To find an exposed bit, one can simply check whether
Ai [pi ] = 1 or not. After an exposed bit is identified, one can
then update Ai [·]’s and pi ’s together with other variables in
Step 2. Using this data structure, Step 1 can be performed
in O(T ) operations. It is clear that Step 2 requires also
O(T ) operations. Since there are at most T L � bits in all the
given shares, Steps 1 and 2 need to be repeated at most T L �
times. Hence, the overall time complexity of the algorithm is
O(T 2 L �).

The algorithm is similar to the decoding algorithm in [20].
A minor difference is that the exposed bits from the keys are
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TABLE II

TIME COMPLEXITY OF DIFFERENT SECRET SHARING SCHEMES

discarded, which may lead to a slight improvement in running
time. On the other hand, as we only skip the process of writing
out the bits for the random keys, the algorithm, as in [20],
is able to recover all the bits.

VI. TIME COMPLEXITY

In this section, we consider (T, N)-threshold secret shar-
ing schemes, and compare the time complexity of our pro-
posed ZD scheme with Shamir’s secret sharing scheme [1],
Kurihara et al.’s scheme [15], Wang and Desmedt’s
scheme [18], and Chen et al.’s scheme [19].

We summarize the time complexity of each scheme
in Table II. In the table, distribution represents encoding
the secret, and recovery represents decoding the secret. For
Shamir’s scheme, the computations are based on finite field
arithmetics, while for other schemes, the computations are
based on XOR operations. It is worth to mention that for our
ZD scheme, the complexity expressions reduce to O(T N L)
and O(T 2 L), respectively in the large-secret regime, i.e., when
L grows faster than T N .

Since Shamir’s scheme is based on finite field arithmetics
while the other schemes are based on XORs, it is difficult
to compare those schemes with Shamir’s scheme directly.
Therefore, we only comment on those XOR-based schemes.
We are particularly interested in the regime of large secret.
In this regime, the distribution complexities of all schemes
are the same. For recovery, Wang and Desmedt’s scheme
performs poorly in this regime. Our proposed ZD scheme, with
complexity O(T 2 L), outperforms the remaining two schemes,
which have complexity O(T N L), since T is always bounded
above by N .

According to the discussion in section V, the size of the
share is L � = L + (N − 1)(T − 1), which implies the size of
the overhead is (N − 1)(T − 1). Note that the secret size is
W L. In comparison, the overhead is negligible in the regime
of large secret size.

VII. CONCLUSION

A new ramp secret sharing scheme is proposed, which is
based on zigzag-decodable codes. We prove that our con-
structed scheme satisfies the secrecy requirement of a ramp
scheme. Moreover, when the number of available shares is
between the lower and upper thresholds, the information
leakage is shown to approach a linear function when the secret
size grows to infinity. An attractive feature of this scheme is its
fast recovery time, which is due to the high efficiency of the
zigzag decoding algorithm. In this work, we compare the time
complexity of its recovery performance and compare it with

other benchmark schemes. Our result shows that it outperforms
those schemes in the regime of large secret size. A weakness
of our scheme is that it requires some storage overhead. While
the overhead can be neglected for large secret, it is worthwhile
to investigate how the amount of overhead can be reduced,
which can be studied in the future.

APPENDIX

We present the proof of Theorem 2. Furthermore, we show
that the scheme is asymptotically linear when L becomes
large. Before that, we collect some useful properties of
Vandermonde matrices and generalized Vandermonde matri-
ces first. For a positive integer μ, we use the short-hand
notation Vμ(x; a) for a μ × μ generalized Vandermonde
matrix

Vμ(x; a) :=

⎡
⎢⎢⎢⎣

xa1
1 xa2

1 xa3
1 · · · x

aμ

1
xa1

2 xa2
2 xa3

2 · · · x
aμ

2
...

...
...

. . .
...

xa1
μ xa2

μ xa3
μ · · · x

aμ
μ

⎤
⎥⎥⎥⎦, (6)

where x = (x1, x2, . . . , xμ) is a μ-tuple of indeterminates and
a = (a1, a2, . . . , aμ) is a μ-tuple of non-negative integers. For

δ := (0, 1, 2, . . . , μ− 1),

the matrix Vμ(x; δ) reduces to the classical Vandermonde
matrix and we write

Vμ(x) := Vμ(x; δ).
The determinant of the generalized Vandermonde matrix is

an alternating polynomial, meaning that, for any permutation
π of {1, 2, . . . , μ}, we have

det Vμ(x; a) = sgn(π) det Vμ(π(x); a),

where

π(x) = (xπ(1), . . . , xπ(μ))

and sgn(π) is the sign of π . It is well known that the deter-
minant of the classical Vandermonde matrix can be factored
explicitly as

det Vμ(x) =
∏
i< j

(x j − xi), (7)

with the product extended over all pairs (i, j) with 1 ≤ i <
j ≤ μ [28, Sec. 0.9.11].

Since any alternating polynomial is divisible by the
Vandermonde determinant, we have the following proposition.

Proposition 3: For any μ-tuples of non-negative integers
a, the determinant of generalized Vandermonde matrix,
det Vμ(x; a+δ), is divisible by det Vμ(x; δ) in Z[x1, . . . , xμ].

The ratio

sa(x) := det Vμ(x; a + δ)

det Vμ(x; δ) (8)

is called the bi-alternant or Schur polynomial corresponding
to a. The Schur polynomials are symmetric polynomials with
integer coefficients, and are closely related to the represen-
tation of symmetric groups. There are many different ways
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to evaluate a Schur polynomial. We refer the readers to
[29, Sec. I.3] and [30, Sec. 4.4] for more details. However,
we only need the property stated in Prop. 3.

Example 2: Consider the determinant of the generalized
Vandermonde matrix∣∣∣∣∣∣
1 x1 x5

1
1 x2 x5

2
1 x3 x5

3

∣∣∣∣∣∣
=

∣∣∣∣∣∣
1 x1 x5

1
0 x2 − x1 x5

2 − x5
1

0 x3 − x1 x5
3 − x6

1

∣∣∣∣∣∣
= (x2 − x1)(x5

3 − x6
1)− (x3 − x1)(x5

2 − x5
1)

= (x2 − x1)(x3 − x1)[(x4
3 + x3

3 x1 + x2
3 x2

1

+ x3 x3
1+x4

1)−(x4
2+x3

2 x1+x2
2 x2

1+x2 x3
1+x4

1)]
= (x2 − x1)(x3 − x1)(x3 − x2)h3(x1, x2, x3),

where

h3(x1, x2, x3) :=
∑

1≤i1≤i2≤i3≤3

xi1 xi2 xi3 .

By (7) and (8), the Schur polynomial s(0,0,3)(x1, x2, x3) is
equal to the symmetric polynomial h3(x1, x2, x3). �

We will need the following lemma about the degree and
discrete valuation of a special class of Vandermonde matrix
over F2[z].

Lemma 4: Let z = (za1, za2, . . . , zaμ) be a μ-tuple of
powers of z, with 0 ≤ a1 < a2 < · · · < aμ. Let
b = (b1, b2, . . . , bμ) be a μ-tuple of nonnegative integers
in ascending order, b1 < b2 < · · · < bμ. If we expand the
determinant of Vμ(z; b) as a polynomial in F2[z], then the
product of the diagonal entries is the term with largest degree,
while the product of the anti-diagonal entries is the term with
smallest degree. In other words, the determinant of Vμ(z; b)
has degree

deg Vμ(z; b) =
μ∑

j=1

a j b j , (9)

and discrete valuation

ν(Vμ(z; b)) =
μ∑

j=1

a j bμ− j+1. (10)

Proof: We can expand the determinant of matrix Vμ(z; b)
by Leibniz formula

Vμ(z; b) =
∑
π

μ∏
j=1

za j bπ( j),

where the sum is taken over all μ! permutations π of
the numbers (1, 2, . . . , μ). By the Rearrangement Inequal-
ity [31, p.78], there is a unique term with maximal expo-
nent, za1 b1+a2 b2+···+aμbμ , and a unique term with minimal
exponent, za1 bμ+a2 bμ−1+···+aμb1 . The results then follow from
Prop. 1.

Proposition 5: If L � ≥ (N − 1)(T − 1) + L, the secret
can be recovered from any T shares in the scheme
S (T, W, N, L, L �).

Proof: Consider a set A = {i1, i2, . . . , iT } of T indices
in N . We assumed that i1 < i2 < · · · < iT , and use
the notation a j := i j − 1, for j = 1, 2, . . . , T . We want

to show that H (ωM|ωA = ωA) = 0 for all ωA such that
Pr{ωA = ωA} 
= 0.

Since Pr{ωA = ωA} 
= 0, there exists a combina-
tion of key and message polynomials such that the shares
si1 (z), . . . , siT (z) can be computed via the following system
of equations,

VT (za1, za2, . . . , zaT )

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

k1(z)
...

kT−W (z)
m1(z)

...
mW (z)

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦
=

⎡
⎢⎢⎢⎢⎢⎢⎣

si1 (z)+O(zL �)
si2 (z)+O(zL �)

...

siT−1(z)+O(zL �)
siT (z)+O(zL �)

⎤
⎥⎥⎥⎥⎥⎥⎦
.

(11)

Let

(k∗1(z), . . . , k∗T−W (z), m∗1(z), . . . , m∗W (z))

and

(k �1(z), . . . , k �T−W (z), m�1(z), . . . , m�W (z))

be two solutions satisfing (11). Let

	ki(z) := k �i (z)− k∗i (z)

for i = 1, 2, . . . , T −W , and

	mi (z) := m�i (z)− m∗i (z)

for i = 1, 2, . . . , W . The differences 	ki ’s and 	mi ’s satisfy

VT (za1, za2, . . . , zaT )

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

	k1(z)
...

	kT−W (z)
	m1(z)

...
	mW (z)

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦
=

⎡
⎢⎢⎢⎣

O(zL �)
O(zL �)

...

O(zL �)

⎤
⎥⎥⎥⎦.

Consider an index i between 1 and W . By Cramer’s rule,
	mi(z) is equal to the ratio of two determinants,

	mi (z) =

∣∣∣∣∣∣∣∣∣

1 · · · O(zL �) · · · z(T−1)a1

1 · · · O(zL �) · · · z(T−1)a2

...
. . .

...
. . .

...

1 · · · O(zL �) · · · z(T−1)aT

∣∣∣∣∣∣∣∣∣
det VT (za1, za2, . . . , zaT )

.

The numerator is the determinant of the matrix obtained
by replacing all the entries in the (T − W + i)-th column
of VT (za1, za2, . . . , zaT ) by some polynomials with discrete
valuation larger than or equal to L �. By the same reasoning
as in the proof of Lemma 4, the discrete valuation of the
determinant in the numerator with respect to z is larger
than or equal to

aT−2 + 2aT−3 + · · · + (T −W + i − 2)aW−i+1 + L �

+ (T −W + i)aW−i + (T − W + i + 1)aW−i−1

+ · · · + (T − 1)a1. (12)
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By Lemma 4, the discrete valuation of det VT

(za1, za2 , . . . , zaT ) with respect to z is equal to

aT−1 + 2aT−2 + · · · + (T − 2)a2 + (T − 1)a1. (13)

Subtracting (13) from (12), we get

ν(	mi (z))≥ L �−
T−1∑

i=W−i+1

ai≥ L � − (T −W+i − 1)(N − 1).

Since the index i is between 1 and W , we obtain the lower
bound

ν(	mi (z)) ≥ L � − (T − 1)(N − 1) ≥ L,

for i = 1, 2, . . . , W , provided that the condition
L � − (N −1)(T −1) ≥ L is satisfied. However, as a difference
of two polynomials whose degrees are both less than or equal
to L − 1, the degree of 	mi (z) is strictly less than L.
Hence 	mi (z) must be equal to the zero polynomial for all
i = 1, 2, . . . , W . As a result, there is one and only one solution
to the system of linear equations in (11). This proves that
H (ωM|ωA = ωA) = 0.

Proposition 6: Any T − W shares in the scheme
S (T, W, N, L, L �) reveal no information about the secret.

Proof: Consider a set A = {i1, i2, . . . , iT−W } of
T − W distinct indices in N . Let si1 (z), . . . , siT−W (z) be the
shares associated with participants i1, . . . , iT−W , respectively.
We want to show that the conditional entropy

H (ωM|ωA = ωA) = H (ωM)

for all ωA such that Pr{ωA = ωA} 
= 0. It suffices to show
that the conditional probability

Pr{ωM = (m1(z), m2(z), . . . , mW (z))|ω{i1,...,iT−W }
= (si1 (z), . . . , siT−W (z))} (14)

is equal to |M|−1 = 2−W L , for all legitimate message
polynomials m1(z), . . . , mW (z).

Since Pr{ωA = ωA} 
= 0, there is at least one set of message
polynomials, mi (z) for i = 1, 2, . . . , W , and key polynomials
ki (z) for i = 1, 2, . . . , T −W , that produce the shares si j (z)’s.
Let

(k∗1(z), . . . , k∗T−W (z), m∗1(z), . . . , m∗W (z)) (15)

be a combination vector of message and key polynomials that
give rise to the shares si j (z)’s. For j = 1, 2, . . . , T − W , let
a j := i j − 1, and let v∗i j

(z) be the components of the matrix-
vector product,

v∗i j
(z) = k∗1(z)+ k∗2(z)za j + · · · + k∗T−W (z)z(T−W−1)a j

+m∗1(z)z(T−W )a j + · · · + m∗W (z)z(T−1)a j (16)

for j = 1, 2, . . . , T−W . We know that the truncation of v∗i j
(z)

at degree L � is the same as si j (z).
Suppose that

(k �1(z), . . . , k �T−W (z), m�1(z), . . . , m�W (z))

is a vector of message and key polynomials that produces the
same column vector of polynomials v∗i j

(z)’s after multiplied by
the matrix in (16). Let 	mi(z) be the difference m�i (z)−m∗i (z)

for i = 1, 2, . . . , W and 	ki(z) be k �i (z) − k∗i (z) for i =
1, 2, . . . , T−W . We can express 	ki(z)’s in terms of 	mi (z)’s
as in the following equation

VT−W (za1, . . . , zaT−W )

⎡
⎢⎢⎢⎣

	k1(z)
	k2(z)

...
	kT−W (z)

⎤
⎥⎥⎥⎦

=
W∑

j=1

	m j

⎡
⎢⎢⎢⎣

z(T−W−1+ j )a1

z(T−W−1+ j )a2

...

z(T−W−1+ j )aT−W

⎤
⎥⎥⎥⎦. (17)

Note that there is a sum of W vectors in the right hand
side. Since the system is linear, we can first consider W
systems of linear equations, each of which has the same
coefficient matrix and has one of the W vectors in the right
hand side. By linearity, the solution to the original system can
be obtained by solving each of the W systems and adding up
their solutions.

Using Cramer’s rule and the result in Prop. 3, we express
	ki(z) as

	ki(z) =
W∑

j=1

ci, j (z
a1, . . . , zaT−W )	m j (z), (18)

where ci, j (x1, . . . , xT−W ) is a symmetric polynomial, for
i = 1, 2, . . . , T −W .

Given any legitimate message polynomials m�i (z)’s, we can
use (18) to solve for the corresponding key polynomials k �i (z)’s
that produces v∗i j

(z)’s as described in (16). Recall that the
shares are obtained by the truncation of v∗i j

(z)’s at degree L �.
Therefore, for any fixed message polynomials m�i (z)’s, there
are more than one combinations of key polynomials that pro-
duce the same shares. For example, the second key polynomial
k �2(z) is determined up to degree L �−1−a1, and the coefficients
of the terms with degree larger than L � − 1 − a1 can be
arbitrary, as they become irrelevant after truncation. Similarly,
the third key polynomial k �3(z) is determined up to degree
L �−1−2a1, and the coefficients of the terms with degree larger
than L � − 1 − 2a1 can be arbitrarily chosen. As the number
of coefficients of the key polynomials that are arbitrary is the
same for all legitimate message polynomials, for any T − W
shares, the conditional probability in (14) does not depend on
the message polynomials m1(z), . . . , mW (z), and is thus equal
to 2−W L .

Proposition 7: Let � be an integer between 1 and W − 1.
We have

H (ωM|ωA = ωA)

≥ (W − �)L − 1

2
(W − �)(NW + N� − N − �2 + 1) (19)

for any A ⊂ N with |A| = T − W + � and ωA satisfying
Pr{ωA = ωA} > 0.

Proof: Consider T −W + � shares si1 (z), . . . , sT−W+�(z)
indexed by i1, . . . , iT−W+�. We continue with the notation in
Prop. 6. Let m∗1(z), . . . , m∗W (z) and k∗1(z), . . . , k∗T−W (z) be
a combination of message and key polynomials which are
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encoded to the given T − W + � shares. For j = 1, 2, . . . ,
T −W + �, define v∗i j

(z) by

⎡
⎢⎢⎢⎣

v∗i1 (z)
v∗i2 (z)

...
v∗iT−W+�

(z)

⎤
⎥⎥⎥⎦

:=

⎡
⎢⎢⎢⎣

1 za1 · · · z(T−1)a1

1 za2 · · · z(T−1)a2

...
...

. . .
...

1 zaT−W+� · · · z(T−1)aT−W+�

⎤
⎥⎥⎥⎦

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

k∗1(z)
...

k∗T−W (z)
m∗1(z)

...
m∗W (z)

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦
. (20)

We note that the (T −W +�)×T encoding matrix in (20) is a
rectangular Vandermonde matrix. The first T −W+� columns
form a square Vandermonde matrix

VT−W+�(z
a1, za2, · · · , zaT−W+� )

=

⎡
⎢⎢⎢⎣

1 za1 z2a1 · · · z(T−1)a1

1 za2 z2a2 · · · z(T−1)a2

...
...

...
. . .

...

1 zaT−W+� z2aT−W+� · · · z(T−1)aT−W+�

⎤
⎥⎥⎥⎦,

(21)

which is non-singular by construction.
Let m�i (z)’s and k �i (z)’s be another solution to (20). Define

the difference 	mi (z) := m�i (z)− m∗i (z) for i = 1, 2, . . . , W
and 	ki (z) := k �i (z) − k∗i (z) for i = 1, 2, . . . , T − W , as in
the proof of Prop. 6. Analogous to (17), we now have

VT−W+�(z
a1, . . . , zaT−W+� )

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

	k1(z)
...

	kT−W (z)
	m1(z)

...
	m�(z)

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

(22)

=
W∑

j=�+1

	m j

⎡
⎢⎢⎢⎣

z(T−W−1+ j )a1

z(T−W−1+ j )a2

...

z(T−W−1+ j )aT−W+�

⎤
⎥⎥⎥⎦. (23)

Solving the above system of linear equations, we get

	ki (z) =
W∑

j=�+1

ci, j (z
a1, za2, . . . , zaT−W+� )	m j (z) (24)

for i = 1, 2, . . . , T −W , and

	mi(z) =
W∑

j=�+1

di, j (z
a1, za2, . . . , zaT−W+� )	m j (z) (25)

for i = 1, 2, . . . , �, where ci, j ’s and di, j ’s are
symmetric polynomials in T − W + � variables. The
polynomials ci, j (za1, za2, . . . , zaT−W+� ) in (24) and
di, j (za1, za2, . . . , zaT−W+� ) in (25) in general contain a

large number of terms, but we are primarily interested in
the degrees of di j ’s, which we compute as follows. For
i = 1, 2, . . . , � and j = �+ 1, � + 2, . . . , W , the polynomial
di, j (za1, za2, . . . , zaT−W+� ) can be obtained by Cramer’s rule,
and is equal to the ratio of a generalized Vandermonde
determinant over the determinant of the matrix in (21).
The numerator is the determinant of the matrix obtained by
replacing the (T − W + i)-th column of (21) by the column
vector

⎡
⎢⎢⎢⎣

z(T−W−1+ j )a1

z(T−W−1+ j )a2

...

z(T−W−1+ j )aT−W+�

⎤
⎥⎥⎥⎦.

Since column permutation of this matrix does not affect the
value of its determinant, we move the above column to the
rightmost position so that Lemma 4, in which the values of bi ’s
are monotonic increasing, can be applied. By (9), the degree of
the resulting generalized Vandermonde determinant is equal to

a2 + 2a3 + · · · + (T −W + i − 2)aT−W+i−1

+ (T −W + i)aT−W+i + (T −W + i + 1)aT−W+i+1

+ · · · + (T −W + �− 1)aT−W+�−1

+ (T −W − 1+ j)aT−W+�. (26)

By (9) again, the degree of the determinant of
VT−W+�(za1, . . . , zaT−W+� ) is equal to

a2 + 2a3 + · · · + (T −W + �− 1)aT−W+�. (27)

Subtracting (27) from (26), we get

deg di, j (z
a1, . . . , zaT−W+� )

= aT−W+i + · · · + aT−W+�−1︸ ︷︷ ︸
�−i

+( j − �)aT−W+�. (28)

Recall that 	mi (z) is the difference between two mes-
sage polynomials, and hence is a polynomial with degree
less than or equal to L − 1. The degree of 	m j (z), for
j = � + 1, . . . , W , cannot be too large, for otherwise the
degree of 	mi(z), for i = 1, 2, . . . , � may be larger than
L−1. We can take 	m j (z) to be any polynomial with degree
less than

L − degi j (z
a1, . . . , zaT−W+� ).

For fixed j ∈ {�+1, �+2, . . . , W }, by the construction method
in (5), we have the following upper bound,

deg di, j (z
a1, . . . , aT−W+�) (29)

≤ (N − �)+ (N − �+ 1)+· · ·+(N − 2)︸ ︷︷ ︸
�−1

+( j−�)(N−1),

(30)

for all i = 1, 2, . . . , �. Hence, 	m j (z) can be taken to be any
polynomials in z with degree no more than

L−[
(N − �)+(N − �+ 1)+· · ·+(N − 2)+( j−�)(N−1)

]
.

(31)
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Summing (31) for j = �+ 1, �+ 2, . . . , W , we get the lower
bound on the conditional entropy of the message bits in the
proposition,

(W − �)L − (W − �)
(�− 1)(2N − �− 2)

2

− (N − 1)
(W − �)(W − �+ 1)

2

= (W − �)L − W − �

2

[
(�− 1)(2N − �− 2)

+ (N − 1)(W − �+ 1)
]

= (W − �)L − 1

2
(W − �)(NW + N� − N − �2 + 1).

This proves the inequality in (19).
We are now ready to prove Theorem 2. The conditions

on decodability and secrecy of a ramp scheme are shown in
Prop. 5 and 6, respectively. From Prop. 7, for all B ⊆ N with
cardinality �, we have

H (ωM|ωB=ωB)

H (ωM)
≥ (W − �)L

LW

− 1

2LW
(W−�)(NW+N�−N−�2+1)

→ W − �

W
as L →∞.

This proves that the proposed zigzag decodable secret sharing
scheme is asymptotically linear, and concludes the proof of
Theorem 2.

Example 4 (Continued): Consider the scheme
S (4, 2, 4, L, L + 9). We use the notation as in
Prop. 6 and 7. Since the encoding is linear, without
loss of generality, we consider the case that the message bits
and the key bits are all zero. Thus the shares contain zero
bits only.

Suppose participants 2 and 3 collude. From

	k1(z)+ z	k2(z) = z2	m1(z)+ z3	m2(z) mod zL �

	k1(z)+ z2	k2(z) = z4	m1(z)+ z6	m2(z) mod zL �,

we can write 	k1(z) and 	k2(z) as

	k1(z) = z3	m1(z)+ (z4 + z5)	m2(z)

	k2(z) = (z + z2)	m1(z)+ (z2 + z3 + z4)	m2(z)+bzL �−1,

where b can be taken arbitrarily from {0, 1}. We can charac-
terize all the quadruples k1(z), k2(z), m1(z), m2(z) which give
rise to the all-zero shares by
(
z3 m1(z)+ (z4 + z5)m2(z), (z + z2)m1(z)

+ (z2 + z3 + z4)m2(z)+ bzL �−1, m1(z), m2(z)
)
,

with m1(z) and m2(z) running over all polynomials with
degrees less than or equal to L − 1, and b in {0, 1}. All L2

combinations of message polynomials m1(z) and m2(z) are
possible, and hence there is no loss of information.

Now, suppose that participants 2, 3 and 4 collude. The
difference polynomials satisfy

	k1(z)+ z	k2(z)+ z2	m1(z) = z3	m2(z) mod zL �

	k1(z)+ z2	k2(z)+ z4	m1(z) = z6	m2(z) mod zL �

	k1(z)+ z3	k2(z)+ z6	m1(z) = z9	m2(z) mod zL � .

We can express 	k1(z), 	k2(z) and 	m1(z) in terms of
	m2(z),

	k1(z) = z6	m2(z)

	k2(z) = (z3 + z4 + z5)	m2(z)+ bzL �−1

	m1(z) = (z + z2 + z3)	m2(z),

where b is a binary variable taking value in {0, 1}. All
quadruples of message and key polynomials which produce
the all-zero shares are thus characterized by

(z6 m(z), (z3+z4+z5)m(z)+bzL �−1, (z+z2+z3)m(z), m(z)),

with m(z) running over all polynomials with degree less
than or equal to L − 4, and b ∈ {0, 1}. In other words, half of
the information is revealed to participants 2, 3 and 4. �
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