Appendix 1 contains an iterative algorithm which is used to design
the encoder and decoder structures.

Numerical results: The proposed method is tested in conjunction
with an image coding scheme. The encoding is achieved by per-
forming a discrete cosine transform (DCT) on a block of 8 x 8
pixels and quantising the corresponding transform coefficients by
a bank of scalar quantisers. The bank of quantisers is optimised
by allocating a fixed number of bits in an optimal way among
them using a method based on dynamic programming [3]. The
partitions of the scalar quantisers are labelled using a natural
binary code, and the transmitted codeword for the block is formed
by concatenating these labels.

¢ d
Fig. 2 Test images quantised using the three different methods

a LMQ (noiseless channel)
b BSQ (E/N, = 0.5)
¢ LMQ (Ey/N, = 0.5)
d TCQ (EyN, = 0.5)

Table 1: Summary of quantisation SNR [dB]

EJ/N, | Equivalent e LMQ BSQ TCQ
dB
0.9 0.5 x 102 20.93 20.43 21.26
0.7 1.0 x 102 18.02 1791 20.55
0.5 20 %102 15.80 16.29 19.24
0.3 4.0 x 1072 13.53 13.84 17.24

Maximum possible SNR = 22.63dB

The system is tested on a 512 x 512 Lena image for different
channel signal-to-noise ratios. The Turbo-code encoder has a rate
of 1/3 with the underlying RCCs of constraint length 3 with the
generator polynomial (3, 5). The code block length is equal to 380
and the number of iterations is 10. The results for the three sys-
tems, LMQ, BSQ, TCQ are given in Table 1, and the correspond-
ing images are shown in Fig. 2. It can be seen that that the TCQ
system results in an improvement in the signal-to-noise ratio
(SNR) performance, as well as in the image quality.
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Appendix 1:
TCQ design algorithm:
Initialise the Reconstruction Levels R,
Calculate all the 4,(k) and B(m, n) values
Loop until distortion is minimal
Loop for all training data
Read one data point x
find all distortions D, = 2x %2 R, A, (k)
~ Xoa T R.RB(m, )
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Find z such that D, < D, Vi # z
tally[z] = talh[z] + 1
sumlz] = sumiz] + Ry

Continue

For all levels i, set
[ Xw) = sumi)/tallyli]
R, = sumi)/tallyli]

Continue

Continue

© IEE 1997
Electronics Letters Online No: 19971082

J. Bakus and A.K. Khandani (Department of Electrical and Computer
Engineering, University of Waterloo, Waterloo, ON, N2L 3G, Canada)

20 June 1997

References

1 MAX, J: ‘Quantizing for minimum distortion’, IEEE Trans. Inf.
Theory,60, pp. 7-12

2 FARVARDIN, N., and VAISHAMPAYAN, v.: ‘Optimal quantizer design
for noisy channels: An approach to combined source-channel
coding’, IEEE Trans. Inf. Theory,87, pp. 827-838

3 BAKUS, T, and KHANDANJ AK.: ‘Combined source-channel coding
using Turbo-codes’. 1997 Conf. Inf. Sci. Syst.,

Efficient soft-in-soft-out sub-optimal
decoding rule for single parity check codes

Li Ping, S. Chan and Kwan L. Yeung

Indexing terms.: Decoding, Codes

The authors present an efficient, sub-optimal, soft-in-soft-out
decoding rule for single parity check (SPC) codes, which requires
only three addition-equivalent-operations per information bit. Its
application is demonstrated by the simulation results of a rate 5/6
four-dimensional concatenated SPC code, for which a
performance of BER = 107 at E,/N, = 3.5dB is observed, which
is only ~1.2dB from the theoretical limit.

Introduction: This Letter presents an efficient sub-optimal, symbol-
by-symbol, soft-in-soft-out decoding rule for the single-parity-
check (SPC) codes [1] and examines its application in decoding
concatenated SPC codes. The new method requires only three
addition-equivalent-operations (AEO) per information bit, com-
pared with the alternative trellis approach [2, 3] which costs about
18 AEOQ per information bit. The simulation results of a rate 5/6
concatenated SPC code employing the iterative decoding tech-
nique [4, 5] show that a performance of BER = 10 at E/N, =
3.5dB can be achieved, only ~1.2dB from the theoretical limit for
rate 5/6 binary codes.

MAP and log~-MAP rule: Consider a code C of length N with val-
ues in {—1, 1}. A codeword in Cis denoted by ¢ = {c, : k= 1, 2,
., N}. The distorted vector is denoted by x = {x, = ¢, + n}
where {n,} are independent random Gaussian variables with zero
mean and variance 62 We will assume that all the codewords in C
have equal probability of occurrence and so do the bits 1 and —1.
Thus, the output of a maximum a posteriori (MAP) soft-in-soft-
output decoding can be described by [3 — 5]

5 ()
_ k=
Ly =log = exp(%g—z)

cp=—1

fork=1,2,..N (1)

where (¢, x) denotes the inner product of ¢ and x. To reduce the
computational costs, we can approximate the summations in equ.
1 by the dominant terms, leading to the so-called log-MAP (or
MAX-log-MAP) rule [5 - 7

Ly =~ L ( max {¢,z) — max {c, x)) (2)

02 \cp=+1 cp=—1
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The maximisations are over all the codewords with ¢, = +1 and
—1, respectively. The scaling factor 1/6? in eqn. 2 has no impact on
the final results of the iterative decoding based on the log-MAP
rule, hence it can be ignored. This avoids the necessity for estimat-
ing 62 Clearly, eqn. 2 is computationally more efficient than eqn.
1. The trellis approach [2, 6] can be used to evaluate eqn. 2 for the
SPC codes which costs ~18 AEO per bit. In the following, we will
introduce a method to reduce it to only three AEO per bit.

Muain results: Every codeword in an SPC code considered below
has an even number of —1 bits [1]. We define a vector s by s, =
sgn(x,), k =1 ., N, where sgn(*) is the signum function.
Clearly, <s, x> = £, |[x,]. We denote &,, and &, such that |x, | =
min{jx/] : k=1,2, .., N} and |x | =min{]x]: k= 1,2, ., N, k #
k,},1e. x,, and x, are the entries of x with the minimum and the
second minimum amplitudes, respectively. Let p be the number of
—1 bits in s. It is casy to verify that for even p:

max (c z) = (s,z) forall k (3.1)
Cp=8
ik ke
s o) ={{ 0D L 02
and for p odd:
(s, xy = 2wy, | if kA ky,

ma (¢, ) = {<s7 o) = 2an | ik =k, (3.3)
max {c,z) = (s,z) — 2|z,| for all k (3.4)
ch=—Sk

From eqn. 3 we have the following rule for evaluating eqn. 2
(omitting 1/6?),
max (e, 7) — max (e, ) =

28 (|2e) + |2k, |) if peven, k # k,

28k, (| |+ 2k, ]) i peven, k=kn )

2sg, (2] — |2k, ) i podd, k # km

255, (|zp, | — |z, ) if podd, & =k,
Ignoring the operations such as taking the absolute value, nega-
tion and multiply-by-2, the complexity of the above decoding
method is 3N¥-3 AEO: 2N-3 comparisons for finding &, and %,
and N additions for evaluating eqn. 4. This is only three AEO per
information bit.

Eqn. 4 can be compared with the Wagner rule [8] for finding ¢
that maximises <c, x> in an SPC code, that is, ¢ = s for p even
and ¢ =5 for p odd, where s', = s, except &', = —s,,. The
Wagner rule is the most efficient method for soft-in-hard-out
decoding of the SPC codes. It costs 1 AEO per bit while a trellis
based algorithm [2] costs 6 AEO per bit.

Application example: High rate, high gain codes can be con-
structed using multidimensional concatenated SPC codes. We
adopted the following concatenation scheme. Let {D,, = D,[i, k] :
m=1,2, .., M} be M arrays obtained from interleaving an origi-
nal information array D, where D, Dy, Dy, ..., Dy all have the
same size I x K. The interleaver length is denoted by N,=Ix K
Apply a length N = K + 1 SPC code row-wise to every D,, m =1,
2, ..., M, producing M parity check vectors {P,, - m = 1, 2, ..,
M3}, Fig, 1a. The overall codeword is formed by D and P, P,, ...,
Py, Fig. 1b. We call D,,P,, the mth dimension. The overall coding
rate is R = K/(K + M). Similar to the turbo codes [3], the above
coding scheme is parallel since parity bits are not re-encoded.

e N-1 o e N-1 5 e N1
Kl P P P,
a 1 D ./] D, ‘/,2__ D 'd
4
fe N1
+
b I D
I N 1 2
XA 7
PiPy.. Py B=En

Fig. 1 Multi-dimensional concatenation scheme

a Encoding process
b Overall codeword
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The iterative decoding strategy of [5] is employed in our simula-
tion, with the generalisation to multidimensional cases. The prod-
uct codes (without checks on checks) are special cases of the above
scheme, e.g. when M =2, I = K, D|[i, k] = D[i, k] and D|i, k] =
Dik, i, the above scheme is equivalent to the 2D product code
method used in [5]. However, the scheme of Fig. 1 has the advan-
tage of a more flexible interleaver length. The parameters used in
our simulation are N = 21, M = 4, I = 500. Thus, K = 20, coding
rate = 5/6 and N, = 6000. In this case, an equivalent full size prod-
uct code would have in a huge information size of 200 =
160000 bits, which is undesirable in many practical systems.

bit error rate

2.3 33 43 5.3 6.3

b’ o 5612

Fig. 2 Simulation results for four-dimensional parallel concatenated
[21,20,2] SPC coding scheme

N =21, M =4, I =500 and rate = 5/6

~X— log-MAP, 1 iteration

—%— log-MAP 2 iteration

—A— log-MAP, 3 iteration

—Q— log-MAP, 5 iteration

—O— log-MAP, 10 iteration

—{J— log-MAP, 20 iteration

—IR— MAP, 20 iteration

The interleavers used in our simulations are described by D,[7,
k] = D[n(i, k, m), k] with =(i, k, m) = (i + kxI,,) mod 500. We have
chosen I, = {0, 1, 25, 127} empirically. The results are shown in
Fig. 2, where the performance of MAP decoding with 20 iterations
is also included for comparison. With 20 iterations, the perform-
ance of the MAP and log-MAP methods are almost identical for
E/N, > 3.5dB and there is < 0.4dB difference between the two for
E,/N, < 3.5dB. At E,/N, = 3.5dB, the proposed method can reach
BER = 10 with 20 iterations. The theoretical limit of rate 5/6
binary codes is ~k,/N, = 2.3dB. The log-MAP curves appear to
converge to the MAP curve at high E/N,. It is interesting to note
the corner points of the curves at around BER = 10-* and E/N, =
3.3dB. Such a phenomenon is very similar to that reported for the
turbo codes [9].

Conclusion: A very low cost, sub-optimal, soft-in-soft-out decod-
ing rule for the single parity check (SPC) codes has been pre-
sented. Its application in decoding rate 5/6, concatenated SPC
codes has been examined and a performance within 1.2dB from
the theoretical limit has been observed in the range BER = 10-5.
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ID-based group signature

Sangjoon Park, Seungjoo Kim and Dongho Won

Indexing terms: Identification, Cryptography

The authors present an ID-based group signature which is based
on ordinary ID-based signature schemes such as Ohta-Okamoto’s
scheme and Guillou-Quisquater’s scheme. Thus, the group
signature is verified from the identities of group members. A
signer proves that, by verifiable encryption of his ordinary
signature, a group authority can identify him and, by
Schoenmaker’s method, he proves that he knows a signature of a
group member.

Introduction: Group signatures were first proposed by Chaum and
Heijst [1]. Their schemes were improved by Chen and Pedersen [2]
who first used a Schoenmaker’s method in application of a group
signature. Petersen suggested a general method for converting any
digital signature scheme into a group signature scheme [3]. How-
ever, since all previously proposed schemes are based on the dis-
crete logarithm method, identity information is not unique to the
signer’s public key. In this Letter, we propose an ID-based group
signature which is based on ID-based signature schemes such as
Ohta-Okamoto’s scheme [4] and Guillou-Quisquater’s scheme [5].
The schemme consists of four kinds of participant: a trusted centre
for generating the secret keys of all users, a group authority for
identifying a signer, a signer (a group member) for issuing group
signatures and a receiver for verifying them. In the scheme, each
signer has only one secret key for both a group signature and an
ordinary signature.

Key generation: The trusted centre (TC) generates secret keys for
users. First, he chooses a modulus n = p, - p,, where p;, p, and ¢
are primes with g|p; ~ 1 and ¢g|p, — 1. For security, the bit size of ¢
is ~160. He selects g € Z, with the order of g, where Z, is the inte-
ger ring. Let e be a large (160 bit) integer with ged(e, ¢(n)) = 1. He
publishes 7, ¢, g and e. Let id, € Z, be the identity information of
a user. He computes a secret key s; with id; = s¢ mod n. Now, a
group authority generates his key pair (x, y) with y = g mod n
and publishes the public key y. Since it is difficult to obtain x
from y, TC cannot know the secret key x.

Signing phase: A signer uses Stadler’s verifiable encryption of the
eth root (his ordinary signature) [6] to prove that a group author-
ity can identify him and, by Schoenmaker’s method [2], he proves
that he knows the signature of a group member. Let G = {id,, ...,
id.} be a set of identities of group members and A(-) be a secure
hash function. A member id, generates a group signature as fol-
lows: '

(1) R = rrmod n, ¢ = 5/*® . r mod n, where r is random in Z,
(ii) 4 = g» mod n, B = ¢ - * mod n, where o is random in Z,

(i) C, = idiP - Rmodn (i =1, .., k)
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@v) wy, ..., w, and &, ..., d, are randomly chosen in Z, and com-
pute f,s and 7,8, where £, =g, modn, £, =y modnandt, =
g't- A4mod n, 1,, = yri - (Bf/dei mod n (2 <i<k)

(V) d, = d, — =%, d mod g, where

do = h(tgw cobgrtyrs o tyk7A7 B, h(m> R)) (1)

Wr=w—d  -omodg andr=w 2<i<k)
(vii) the signer sends a group signature (n, R, 4, B, d,, d,, ..., d,,
Fls vees Pe)-

Verification phase: We suppose that a receiver knows the identities
ids of a group G. The group signature is verified by G as follows:
(1) compute C, = id® - R mod n

(ii) confirm the equation d, £ =%, 4, mod ¢

@iii) Compute #,, and ¢,, (i = 1, ..., k), where £, = gri - A%, {, = yi
- (Bel Gy

(iv) if egn. 1 holds, he accepts the signature.

Identification phase: A group authority can identify the signer
without any assistance from group members as follows:

(i) obtain the ordinary signature ¢ = B/4* mod n by deciphering
(4,B)

(i) Find id, satisfying the equation ¢¢ 2 id#*® - R = C;mod n (i =
1, .., k)

and since ¢ = &R - rmod n ¢ = C, mod n and ¢¢ # C;mod n (2
<1< k), so he can determine the signer id,.

Security: First, the signer id, cannot forge another member’s sig-
nature. To forge a signature of the member id, the eth root of C,
= id}™® - R mod » should be computed. But, since he does not
know the factor p, and p,, he can not compute the eth root of C,.
Second, a receiver and a group authority, who have no secret keys
s7s of the group G, cannot generate a group signature.

Ifd, = h(tgl, s Lo By wos Ly A, B, B(m, R)) is given, then it is
hard to get another 4, B, t,’s and ¢,s satisfying eqn. 1 because
h(:) is a secure hash function. Obtaning r, and 4, from given
A,B,t,, and ¢, depends on the discrete logarithm problem. Third,
TC and a receiver cannot determine a signer of the group signa-
ture. Let S'= {z|z = g’ mod n} Then, ¢,’s and ¢,, are randomly dis-
tributed in S. On the other hand, the possibility of #,, ¢ S2<i<
k) is very high. However, since the size of the set S is sufficiently
large, they cannot determine whether ¢,, is an element of S or not.
Moreover, since they do not know x, the ordinary signature ¢ can-
not be derived from (4, B).

Conclusion: We have proposed an ID-based group signature which
is based on ordinary ID-based signature schemes. The group sig-
nature is verified by identities of group members which a receiver
already knows. In the scheme, we combined Stadler’s verifiable
encryption of the eth root and Schoenmaker’s method. The secret
key for a group signature can also be used to issue an ordinary
ID-based signature. The security of the proposed scheme depends
on both the discrete logarithm problem and the eth root problem.

© IEE 1997
Electronics Letters Online No:19971065

Sangjoon Park (#0710, Electronics and Telecommunications Research
Institute, Yusong PO Box 106, Taejon, 305-600 Korea)

Seungjoo Kim and Dongho Won  (Department of Information
Engineering, Sung Kyun Kwan University, 300 Chunchun-dong, Suwon,
Kyunggi-do, 440-746, Korea)

E-mail: sjpark@dingo.etri.re.kr

13 June 1997

References

1 CHAUM, D., and HEUST, B: ‘Group signatures’, Paper LNCS 547,
Advances in Cryptology - EUROCRYPT’91, (Springer, 1992), pp.
257-265

2 CHIEN, L, and PEDERSEN,T.. ‘New group signature schemes’.
Advances in Cryptology - EUROCRYPT’94, Paper LNCS 950,
(Springer, 1995), pp. 163~173

3 PETERSEN, H.: ‘How to convert any digital signature scheme into a
group signature scheme’. Proc. Security Protocols Workshop, 1997,
(in press)

4 OHTA, K., and OkAMOTO, T.. ‘Practical extension of Fiat-Shamir
scheme’, Electron. Lett., 1988, 24, (15), pp. 955-956

11th September 1997 Vol. 33 No. 19



