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Abstract 

At the core of a network intrusion detection system (NIDS) is a pattern matching engine. It 
matches packet payloads against a large set of pre-defined signatures (in the order of thou-
sands) in real-time. The computation complexity of the pattern matching engine is exacer-
bated by the following three factors: 
1. Increased data rate made possible by advances in optical communication technology. 
2. Steadily increasing number of signatures. 
3. Increasing proportion of complex signatures specified using regular expression. 

In this seminar, I shall present a hardware architecture to accelerate the matching of regular 
expressions. The proposed method is based on extended non-deterministic finite automata. 
The hardware exploits the parallelism offered by content addressable memory (CAM) to 
achieve deterministic processing rate of one character per cycle. In addition, the space com-
plexity of the proposed architecture is linearly proportional to the length of the regular ex-
pression. 
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