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Abstract

In this talk, an overview on today’s network infrastructure will first be provided. Network infra-
structure attacks at all layers will then be introduced. This is followed by a detail discussion on
layer 3 network infrastructure attacks. These include attacks to routing protocols like distance vec-
tor routing protocols, link-state routing protocols and BGP4, and DDoS attack using ICMP. In the
last part of the talk, discussion on modeling network infrastructure as complex networks will be
given. The discussion aims to show that such modeling can help us know the behavior of large net-
work infrastructure under attacks.
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