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Abstract—A code is said to possess the combination property if k source packets are mapped into n � k packets and any k out of

these n packets are able to recover the information of the original k packets. While the class of maximum-distance-separable codes are

well known to have this property, its decoding complexity is generally high. For this reason, a new class of codes which can be decoded

by the zigzag-decoding algorithm is considered. It has a lower decoding complexity at the expense of extra storage overhead in each

parity packet. In this work, a new construction of a zigzag decodable code is proposed. The novelty of this new construction lies in the

careful selection of the amount of bit-shift of each source packet in obtaining each parity packet. Besides, an efficient on-the-air repair

scheme based on physical-layer network coding is designed.

Index Terms—Combination property, distributed storage, MDS code, network code, zigzag decoding
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1 INTRODUCTION

CLOUD storage systems are developing rapidly [1]. Exam-
ples include Google file system (GFS) [2], IBM’s general

parallel file system (GPFS) [3], and Sun’s Lustre [4]. To
increase storage efficiency and reduce repair traffic, network
coding (NC) [5] has been applied to distributed storage sys-
tems (DSS) [6]. NC-structured DSS has advantages in saving
storage space, providing high storage reliability, and reduc-
ing data traffic in node repair/data reconstruction process [7].

Since storage devices are not reliable, in order to tolerate
arbitrary patterns of failed storage nodes, the combination prop-
erty (CP) [8], [9], [10], [11] is desired for constructing the stor-
age code: if k original packets are encoded into n packets,
where n � k, and any k out of these n packets are able to
recover the original k packets. A code that possesses this prop-
erty is called CP code and can be utilized as basic building
blocks for constructing many practical storage codes for
DSS [12], [13], [14], [15], [16], [17], [18], [19]. In otherwords, CP
is a fundamental requirement by DSS. MDS codes belong to
the class of CP codes and have been extensively adopted for
designing storage code against disk failures. Reed-solomon
(RS) codes [20] are perhaps themost popularMDS codes [21].

The drawback of RS codes is that the encoding and decod-
ing are normally operated over a large finite field. This incurs
several problems including high encoding and decoding

complexities [22], high power consumption [23], and device
overheating [24]. For example, a test on Nokia N95 platform
shows that encoding 100 bytes data packet consumes energy
2.31 mJ and 191 nJ for operating over field size of 28 and 2,
respectively [25]. The ratio of energy consumption is over

104, which shows that reducing the field size will bring sig-
nificant advantage. These drawbacks make RS codes not
suitable for the following application scenarios: 1) big data
storage or frequent data read andwrite [26], which consumes
huge amount of decoding energy. 2) the decoder has limited
computational ability and energy, especially the hand-held
devices [27] and wireless cloud storage systems [28], [29],
[30]. Therefore, some works are dedicated to achieve low
complexity decoding in DSS.

Different approaches have been proposed to reduce the
decoding complexity. One way to do so is to reduce the field
size. Encoding and decoding operations are especially effi-
cient if a code is designed over the binary field [31]. For exam-
ple, MDS array codes, which generalize even-odd parity
check coding, are proposed in [32], [33], [34], [35], [36]. These
codes, however, are confined to the case of two or three par-
ity-check bits. In other words, the application scenario is con-
fined to the cases when the number of parity packets,
m , n� k, is equal to two or three, which can be applied
only to high-rate storage systems. In [37], an MDS array code
that can accommodate arbitrary ðn; kÞ parameter combina-
tions is designed. However, its decoding requires a relatively

high time complexity of oðk2L2Þ, whereL is the packet length.
To further reduce the decoding complexity, another way

is to design codes that can avoid the time-consuming steps
of transforming the system of linear equations to row eche-
lon form [38], so that only backward substitution is needed.
Zigzag decoding [39], whose decoding steps looks like a zig-
zag and hence the name, is one form of implementing the
idea. A similar idea, called triangular network coding, can
be found in [40]. In [41], it is proved that a sufficient condi-
tion for zigzag decodability is the so-called increasing
difference property. Based on this condition, the first zigzag

� M. Dai, H. Wang, and Z. Lu are with the Shenzhen Key Laboratory of
Media Security and Shenzhen Key Lab of Advanced Communication and
Information Processing, College of Information Engineering, Shenzhen
University, Shenzhen 518060, China, and with The State Key Laboratory
of Integrated Services Networks, Xidian University, Xi’an 710126, China.
E-mail: {mjdai, wanghsz}@szu.edu.cn, 245308000@qq.com.

� C.W. Sung and X. Gong are with the Department of Electronic Engineer-
ing, City University of Hong Kong, Kowloon Tong, Hong Kong.
E-mail: albert.sung@cityu.edu.hk, eva.gong0922@gmail.com.

Manuscript received 25 June 2015; revised 30 May 2016; accepted 20 June
2016. Date of publication 14 July 2016; date of current version 31 Mar. 2017.
For information on obtaining reprints of this article, please send e-mail to:
reprints@ieee.org, and reference the Digital Object Identifier below.
Digital Object Identifier no. 10.1109/TMC.2016.2591537

1218 IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 16, NO. 5, MAY 2017

1536-1233� 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



decodable (ZD) code, which possesses the combination
property and hence the name of CP-ZD, is constructed. The
strength of this code is that it can be decoded in a fast man-
ner, with a time complexity of Oðk2LÞ [41]. A drawback of
this code is that it requires some storage overhead. For
ð2k; kÞ storage code, an overhead of kðk� 1Þ bits in a parity
packet is needed. There are other works related to ZD codes.
For example, it is used as a basic building block for con-
structing exact-repair storage code in DSS [42], and for
constructing a fountain code in [43]. Its performance in
combination network coding is analyzed in [11].

In recent years, studies on DSS have been extended to
wireless DSS (WDSS), which includes data storage in wire-
less sensor network (WSN) [29], [44], [45], [46], [47], [48], [49],
[50]. For wireless DSS, the works in [44], [45] use physical-
layer techniques including space-time codes andmodulation
to maintain normal functionality of DSS as long as possible.
ForDSS inWSN, thework in [46] proposes downloading por-
tion (instead of all) of the symbols from a storage node, the
work in [29] considers energy efficiency by reducing the
number of data transmissions and receptions, and the work
in [47] designs a robust scheme to guarantee data integrity
and availability simultaneously. There are also some works
focusing on analysis and numerical study: In [48], the proba-
bility that subpackets are repaired incorrectly are derived.
In [49], subject to sum storage capacity constraint, the failed
recovery probability of a DSS is analyzed. In [50], a series of
numerical studies are performed, which suggest that binary
code enjoys low complexity. In [51], the capacity of aWDSS is
characterized, based on themin-cut bound in network coding
theory. To summarize, all the above investigations apply
existing NC codes into WDSS. There is no storage codes spe-
cifically designed forWDSS.

In this paper, we design a new CP-ZD code for WDSS,
which operates in the binary field and has fast decoding.
Different from an existing CP-ZD code [41], this new code
adds the same amount of overhead to all parity packets.
This feature facilitates easy data management and is par-
ticulary suitable to some wireless networks, in which data
packets are transmitted in fixed time slots. Our new CP-ZD
code is based on the idea of circulant matrix. As it does not
satisfy the increasing difference property, a new proof for
zigzag decodability is needed. Compared with the CP-ZD
code in [41], our designed code reduces the amount of maxi-
mum storage overhead significantly for some cases.

Since the binary XOR operation can be easily done on the
air through physical layer network coding (PNC) [52], our

designed code is particularly suitable for use in WDSS. By
combining such code and the PNC technique, we design an
efficient repair scheme for WDSS. We also derive a simple
expression for the upper bound of the bit error rate (BER)
under additive white Gaussian noise (AWGN). The bound
is numerically shown to be tight. As far as we know, PNC
combining with storage code in DSS has not been investi-
gated before.

For easy comparison, we summarize the features of some
storage codes in Table 1. The rest of this paper is organized as
follows: In Section 2, we review zigzag decoding with a sim-
ple example to illustrate the idea. In Section 3, we describe
the design framework for CP-ZD codes. In Sections 4 and 5,
we present new code for the special cases when k � 4 and the
general case when k > 4, respectively. In Section 6, we ana-
lyze the storage overheads and make comparisons. In Sec-
tion 7, we apply our designed code to WDSS and design an
efficient repair scheme. Finally, in Section 8,we draw the con-
clusions and point out future research directions.

2 REVIEW OF ZIGZAG DECODING

For linear code, the decoding process is equivalent to solving
a set of linear equations. The main operations include two
steps: In step 1, a set of elementary row operations are per-
formed on the coefficient matrix to transform it into row
reduced echelon form (REF). In step 2, based on the REF
resultant, backward substitution is applied to solve the
unknown bits. As step 1 is more time consuming, it is desir-
able to design a code which can be decoded without the use
of step 1. Zigzag-decodable codes belong to such a class of
codes. They can be decoded by zigzag decoding, which in
essence has only the backward substitution step. As its order
of decoding variables looks like a zigzag (as shown in Fig. 1
in the following example) and hence the name of zigzag.

We construct a simple (4, 2) code to illustrate the zigzag
decoding method in Fig. 1. The original information is

TABLE 1
Comparison of Different Storage Codes

RS Codes General-purpose MDS CP-ZD codes Our new

array codes in [37] in [41] CP-ZD codes

Finite Field Size, q � k 2 2 2
Decoding Complexity N/A Oðk2L2Þ Oðk2LÞ Oðk2LÞ
(over binary field)
Additional Overhead 0 0 ðmþ1Þðk�1Þ

2 , average overhead kðk�1Þ
2 , overhead

(over the MDS bound) of each parity packet of each parity packet
mðk� 1Þ, maximum overhead

of each parity packet
Design Consideration for WDSS Unknown Unknown Unknown Yes

Fig. 1. A ð4; 2Þ ZD code and the corresponding decoding.
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divided into two equal-length packets, denoted by c1 and c2,
where si;j 2 f0; 1g denotes the jth bit of ci for i ¼ 1; 2. These
two packets consist of the information bits and are called
source packets. In this example, the length of each packet,
L, is equal to 4. These two packets are used to calculate two
coded packets, denoted by c3 and c4, by bit-shifting and
binary addition. To construct c3, the two source packets, c1
and c2, are both shifted to the right by 0 bit, and then added
together in a bitwise fashion. To construct c4, the source
packets, c1 and c2, are shifted to the right by 0 and 1 bit,
respectively, and then added together in a bitwise fashion.
Note that the length of c3 and c4 is L ¼ 4 and Lþ 1 ¼ 5,
respectively.

Suppose we want to decode the information bits from c3
and c4. This can be done by zigzag decoding as shown in
Fig. 1. The numbers within brackets denote the order that the
corresponding information are recovered. Initially, the first
bit in c4 is s1;1, which can be directly obtained since the first
bit of c4 does not involve any computation with other infor-
mation bits. We view it as the first recovered bit and index it
to be 1 within brackets. By substituting s1;1 into the first bit of
c3, we can recover s2;1, which is the second recovered bit and
hence is indexed 2 within brackets. Similarly, s1;2 can be
recovered by substituting s2;1 into the second bit of c4. We
index s1;2 to be 3 within brackets to denote its decoding
order. Next, by substituting s1;2 into the second bit of c3, we
can recover s2;2 and we index it to be 4 within brackets. This
decoding process continues until all bits are recovered.

Zigzag decoding can be applied to arbitrary number of
coded packets. Fig. 2 shows an example of three packets.
During a particular decoding stage, the shadowed part
denotes the bits that have already been recovered and the
white part denotes the bits that are yet to be recovered.
Among all those packets, find one packet whose leftmost
column contains a single white bit. Recover this bit and sub-
stitute this bit to other packets. Correspondingly, shadow
this bit in all packets. Repeat this step iteratively until all
bits are recovered. A formal description of this algorithm
will be stated in the next section.

3 DESIGN FRAMEWORK FOR CP-ZD CODE

3.1 System Model

In a systematic code, the original source packets serve as a
subset of the encoded packets. Using this subset of packets

for decoding can reduce the amount of computations and
hence reduce decoding time and energy consumption. Due
to this advantage, we aim to design ðn; kÞ systematic code,
with the first k packets being the source packets, and the
last m , n� k packets being encoded by linearly combin-
ing the source packets. In this paper, we only consider the
case where n � 2k, or equivalently, m � k. Other cases are
left for future study.

Let s1 through sk denote the original k information pack-
ets. The length of each packet is L. The jth bit of the ith
source packet is denoted by si;j. The n coded packets are
denoted by c1; c2; . . . ; cn. Since the code to be designed is
systematic, we have ci ¼ si for i 2 K , f1; 2; . . . ; kg. These k
packets are called systematic packets.

For i 2 M , f1; 2; . . . ;mg, the packets ckþi’s are called
parity packets. They are generated by shifting the source
packets by different number of bits and then adding them
over the binary field in a bit-wise manner. Let TT be the
m� k matrix that represents the number of bits shifted by
the source packets so as to form the parity packets. Its
ði; jÞth element, denoted by Tij, represents the number of
bits shifted by source packet sj when forming the parity
packet ckþi, i 2 M, j 2 K. The storage overhead of parity
packet ckþi is maxjTij. The maximum storage overhead of
the code is defined as the maximum storage overhead of all
parity packets, and is denoted by Tmax.

3.2 Mathematical Representation

This section follows the approach in [41]. We represent each
packet by a polynomial over GF(2). The original packet si,
i 2 K, can be represented by the following polynomial:

siðzÞ , si;1 þ si;2zþ si;3z
2 þ . . .þ si;Lz

L�1; (1)

where z is an indeterminate.
Each parity packet is represented by

ckþiðzÞ , ai;1ðzÞs1ðzÞ þ ai;2ðzÞs2ðzÞ þ . . .þ ai;kðzÞskðzÞ; (2)

where ai;jðzÞ , zTij for i; j 2 K.
Together with the k systematic packets, the code is

defined by

ccðzÞ ¼ AAðzÞssðzÞ; (3)

where ccðzÞ is a column vector of length n with ciðzÞ being its
ith element, ssðzÞ is a column vector of length k with sjðzÞ
being its jth element, and

AAðzÞ , IIk
TT ðzÞ
� �

;

is an n� k matrix with IIk being the k� k identity matrix
and the ði; jÞth element of TT ðzÞ being ai;jðzÞ. In other words,

TT ðzÞ ,

zT11 zT12 zT13 . . . zT1k

zT21 zT22 zT23 . . . zT2k

zT31 zT32 zT33 . . . zT3k

..

. ..
. ..

. . .
. ..

.

zTk1 zTk2 zTk3 . . . zTkk

2
666664

3
777775: (4)

Note that the matrix TT represents the exponents in TT ðzÞ.

Fig. 2. Illustration of zigzag decoding.
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Given a polynomial fðzÞ, define VðfðzÞÞ as its lowest
order term and vðfðzÞÞ as its lowest order. For example, if

fðzÞ ¼ az3 þ bz4, where a and b are variables to be deter-

mined, then VðfðzÞÞ ¼ az3 and vðfðzÞÞ ¼ 3.

3.3 Zigzag Decoding Algorithm

The zigzag decoding algorithm is formally stated in [41],
which is included in this section for completeness.

Recall that the CP property requires that the source
packets can be decoded from any k coded packets. If k0

of the given coded packets are systematic packets, they
can be directly subtracted from the given k� k0 parity
packets. The problem then reduces to the case where we
want to decode k� k0 source packets from k� k0 parity
packets. Therefore, it suffices to consider only the case
where we want to recover M source packets from M
parity packets.

In the following description, we use i and j to denote the
indices of a parity packet and a source packet, respectively.
Furthermore, we useM to denote the index set of the parity

packets and M0 to denote the index set of source packets
that have not yet been recovered. The polynomial x̂jðzÞ is
the decoded output of the jth source packet, and the poly-
nomial yiðzÞ is the remaining portion of the ith coded packet
that has not yet been decoded.

Zigzag Decoding Algorithm:

Step 0: (Initialization) Let M0 :¼ M and x̂xðzÞ :¼ 0. For all

j 2 M0, let

hjðzÞ :¼ 1þ zþ � � � þ zLþTmax�1:

Step 1: (Finding an Exposed Bit) Find i� 2 M and j� 2 M0

such that

vðzti� ;j� hj�ðzÞÞ < vðzti� ;jhjðzÞÞ
for all j 2 M0 n fj�g. (Any pair of i� and j� can be
chosen if there are more than one choices.)

Step 2: (Updating Variables)
� Let x̂j� ðzÞ :¼ x̂j�ðzÞ þVðyi�ðzÞÞ.
� Let yiðzÞ :¼ yiðzÞ � zti;j�Vðxj� ðzÞÞ for all i 2 M.
� Remove from hj�ðzÞ its lowest order term. If

hj�ðzÞ has no more terms, then let M0 :¼
M0 n fj�g.

Step 3: Go to Step 1 ifM0 6¼ ;.
Step 4: Output x̂jðzÞ for all j 2 M.

3.4 Design Considerations

A code is said to be zigzag decodable if it can be decoded by
the ZD algorithm as defined in the previous section. It is
said to be CP-ZD if it possesses the combination property as
well. Our objective is to design CP-ZD storage codes with
small Tmax. The following result gives a necessary condition
for a code to be CP-ZD.

For p 2 M and i; j 2 K, define

Dp
i;j , Tpj � Tpi: (5)

Theorem 1. The code defined by TT is CP-ZD only if Dp
i;j 6¼ Dq

i;j

for all i 6¼ j, p 6¼ q, i; j 2 K and p; q 2 M.

Proof. Suppose the k� 2 systematic packets cl’s, where
l 2 K n fi; jg, and the two parity packets ckþp and ckþq are

used for decoding. We assume Dp
i;j ¼ Dq

i;j and prove by

contradiction. Without loss of generality, subtract the
k� 2 systematic packets from the two parity packets to
obtain c0kþp and c0kþq, respectively. Note that these two

packets are obtained by bit-shifting and adding ci and cj.

Since Dp
i;j ¼ Dq

i;j, the number of positions of ci and cj that

get shifted to construct c0kþp and c0kþq are identical. There-

fore, zigzag decoding cannot proceed and hence a contra-
diction is obtained. tu
To ensure all the relative shifts are distinct, one way is

to design the matrix TT so that all the relative shifts in a
row is strictly increasing with respect to the row indices.
This property is called increasing difference, and a code
having this property is shown to be CP-ZD [41]. The code
designed in [41], however, has a relatively large over-
head. In this paper, we construct another code that can
reduce it.

Consider a ð2k; kÞ systematic code that is CP-ZD. It is
clear that removing some of the parity packets results in a
ðkþm; kÞ systematic code, where m < k, which is also CP-
ZD. Therefore, it suffices to consider only the case when
m ¼ k or equivalently n ¼ 2k. In this case,M ¼ K.

4 CODE DESIGN FOR CASES WHEN k � 4

In this section, we consider the cases when k � 4. When
k ¼ 2 or 3, the code is easy to design. For example, when
k ¼ 2, we can let

TT ¼ 0 1
1 0

� �
; (6)

and when k ¼ 3,

TT ¼
0 1 1
1 0 1
1 1 0

2
4

3
5: (7)

It is straightforward to check that the above two codes are
both CP-ZD codes. The maximum storage overheads for the
two codes are just one bit, which must be optimal in terms
of storage overhead since zero-bit overhead cannot guaran-
tee ð4; 2Þ CP and ð6; 3Þ CP as explained below:

1) For k ¼ 2, zero-bit overhead provides at most three
linearly independent packets, including c1 ¼ s1,
c2 ¼ s2, and c3 ¼ s1 þ s2. Therefore, it is impossible
to achieve ðn; 2Þ CP for n > 3.

2) For k ¼ 3, zero-bit overhead provides at most seven
ways to form linearly-combined packets, including
c1 ¼ s1, c2 ¼ s2, c3 ¼ s3, c4 ¼ s1 þ s2, c5 ¼ s1 þ s3,
c6 ¼ s2 þ s3, and c7 ¼ s1 þ s2 þ s3. Since c7 ¼ c3 þ c4
and c5 ¼ c1 þ c3, there are only five linearly indepen-
dent packets. Therefore, it is impossible to achieve
ðn; 3Þ CP for n > 5.

For the case when k ¼ 4, it is not obvious how the maxi-
mum overhead can be minimized. In [53], [54], a CP-ZD
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code that has maximum overhead of three bits is designed,
which is defined by

TT ¼
0 1 3 2
2 0 1 3
3 2 0 1
1 3 2 0

2
664

3
775: (8)

A graphical illustration of the corresponding packets is
shown in Fig. 3, where each column in a parity packet
denotes that the corresponding bits are summed up. For
example, the first four bits of c5 are s1;1, s1;2 þ s2;1, s1;3 þ s2;2
þs4;1, and s1;4 þ s2;3 þ s3;1 þ s4;2, respectively.

While the question whether this code is optimal is not
discussed in [53], [54], it can be answered by exhaustively
searching over all possible codes that have maximum over-
head of 2 bits and checking whether each of them has the
CP-ZD property. In other words, we check all 4� 4matrices
with each element chosen from f0; 1; 2g. Totally, there are

316 candidates for the 4� 4 matrix. We have written two
program codes to check each candidate: The first program
is to check whether a particular matrix satisfies the condi-
tion as stated in Theorem 1. The second program actually
implements the zigzag decoding algorithm, and given an
input matrix TT , the program outputs whether zigzag decod-

ing can finish the decoding process. Among those 316 candi-
dates, the first program found 1,440 matrices that satisfy the
condition stated in Theorem 1. Those matrices that does not

satisfy Theorem 1 cannot possess the CP-ZD property.
Afterwards, each of these 1,440 matrices serves as input to
the second program, and the second program found that
none of these matrices is zigzag decodable. Therefore, we
conclude that a CP-ZD code with maximum storage over-
head of 2 bits does not exist, and hence the code defined
in (8) is optimal in terms of maximum storage overhead.

The matrix TT for each of the three cases, namely (6), (7),
(8), is a circulant matrix. In the next section, we will propose
a general construction for arbitrary values of k based on cir-
culant matrices.

5 CODE DESIGN FOR CASES WHEN k > 4

5.1 Code Construction for k > 4

Our code design is based on the idea of circulant matrices.
The k� kmatrix TT is defined as

0 1 3 6 10 . . . kðk�1Þ
2

kðk�1Þ
2 0 1 3 6 . . . ðk�1Þðk�2Þ

2
ðk�1Þðk�2Þ

2
kðk�1Þ

2 0 1 3 . . . ðk�2Þðk�3Þ
2

..

. ..
. ..

. ..
. ..

. . .
. ..

.

1 3 6 10 15 . . . 0

2
6666664

3
7777775
: (9)

It is a circulant matrix because each row, except the first one,
is obtained by a cyclic right shift of the row above it. We call
the first row the base vector of TT . Note that the base vector is
defined such that its first two components are 0 and 1, and
the difference between the mth and ðmþ 1Þth component is
larger than the difference between the ðm� 1Þth and mth
component by one. It is easy to see that the amount of over-
head is identical for all parity packets, which is equal to
kðk�1Þ

2 bits. For a graphical illustration, see Fig. 4, which

shows the parity packets for the ð10; 5Þ code.
Before we show that the code is CP-ZD in the next sec-

tion, we first prove the following elementary properties of
the code:

Lemma 1. Consider a CP-ZD code with TT defined by (9). Given
any row indices i; j and column indices m;n of TT , where i 6¼ j
andm 6¼ n, we have

(a) Di
m;n 6¼ 0;

(b) Di
m;n 6¼ Dj

m;n;
(c) If 0 < a < minfm;ng, then

D1
m;n > D1

m�a;n�a;

(d) If Tim > Tjm and Di
m;n > 0, then

Di
m;n > Dj

m;n:

Proof. Both (a) and (b) are trivial. (c) follows directly from
the definition of the base vector. To prove (d), note that

Di
m;n > 0 implies Tim < Tin, which means that the value

of Tim appears in the left of the value of Tin in the base
vector of TT . Since Tjm < Tim, we know that the value of
Tjm appears in the left of the value of Tim in the base
vector of TT . The statement then follows from (c) tu
We remark that Lemma 1b ensures our constructed code

satisfies the sufficient condition stated in Theorem 1.

Fig. 3. A graphical illustration of the ð8; 4Þ CP-ZD code proposed in [53],
[54].
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5.2 Possession of CP-ZD

We consider the use of zigzag decoding as described in
Section 2. More details can be found in [41]. Note that zigzag
decoding proceeds from left to right. Whenever a bit of a
source packet is decoded, the bit will be subtracted from
each of the parity packet. For example, consider the (10, 5)
code in Fig. 4. Suppose the five parity packets are used as
input to the zigzag decoder. Furthermore, suppose the
decoder decodes the first bit of s1 from c6 first. Then s1;1 will
be subtracted from the appropriate bit of each parity packet.
The first unknown bit of s1 now becomes s1;2, and the length
of c6 is shortened by one bit and we say that the first remain-
ing bit of c6 is c6;2, which is equal to s1;2 þ s2;1 over GF(2). As
the process goes on, the length of each parity packet
becomes shorter and shorter. At a particular iteration, the
first remaining bit of the ckþi is equal to the sum of the bits
of some source packets. Let Si be the index set of those
source packets. At a particular iteration, zigzag decoding
can proceed if and only if there is a parity packet ckþi such
that jSij ¼ 1.

Our main theorem is based on the following fundamen-
tal result from graph theory (e.g, [55, Chap. 1]):

Fact 1. A graph that has at least as many edges as vertices
must contain a cycle.

Theorem 2. Given any k out of the n coded packets, the k
original packets can be recovered by the zigzag decoding
algorithm.

Proof. According to the code construction, there are k sys-
tematic packets and k parity packets. Suppose among the
k coded packets provided, J of them are parity packets.
Since the k� J systematic packets do not require any
decoding, the corresponding source packets can be
directly recovered. Furthermore, they can be subtracted
from the J parity packets. Let the source packets that
remain unknown be indexed by J 	 K. Subtract each
index of the J parity packets by k and put all of them into
the set I . Note that jIj ¼ jJ j ¼ J . The decoding task is
reduced to the case of decoding J source packets from J
parity packets, which are encoded according to the fol-
lowing equation:

ccI ðzÞ ¼ TT�ðzÞssJ ðzÞ; (10)

where the notation xxI is used to represent the sub-matrix
of xx obtained by retaining only the components indexed
by I , and TT�ðzÞ denotes the J � J submatrix obtained
from TT ðzÞ by retaining the rows indexed by I and the
columns indexed by J . We claim that ssJ ðzÞ can be
obtained from ccI ðzÞ by the zigzag decoding algorithm.

We prove by contradiction. Suppose the zigzag decod-
ing algorithm enters a deadlock. This occurs only if
jSij � 2 for all i 2 I . Remove arbitrary elements from Si

until jSij ¼ 2 for all i 2 I . Construct a graph of J vertices,
which are indexed by J . There is an edge between verti-
ces u and v if and only if both u and v belongs to Si for

Fig. 4. A graphical illustration of the parity packets of the ð10; 5Þ CP-ZD code.
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some i 2 I . By Lemma 1b, these edges must be distinct,
so there are J edges in total. By Fact 1, there must be a
cycle in the graph. Note that the key idea leading to a
contradiction lies in that in the deadlock state, the num-
ber of bits that have been decoded for two source packets
are not consistent when considering two different parity
packets, as will be graphically illustrated in Fig. 5.

Let p be the number of edges in such a cycle. As men-
tioned above, by Lemma 1b, the graph constructed is a
simple graph, which has no cycle of length two. There-
fore, p 6¼ 2 and hence 3 � p � J . Furthermore, let the p
edges be ðd1; d2Þ; ðd2; d3Þ; . . . ; ðdp�1; dpÞ; ðdp; d1Þ. Recall
that when constructing the graph, each edge is defined
via one of the parity packets. Let r1; r2; . . . ; rp 2 I be the
indices of the parity packets associated with the p edges,
respectively. Define

Dloop , D
r1
d1;d2

þ D
r2
d2;d3

þ � � � þ D
rp
dp;d1

: (11)

For notational simplicity, we define di , dimod p. Note
that the existence of the edge ðdi; diþ1Þ, associated with
parity packet ckþri , indicates that the number of bits that

have been decoded from sdi minus the number of bits

that have been decoded from sdiþ1
is given by D

ri
di;diþ1

.

By (11), we must have

Dloop ¼ 0; (12)

for otherwise the number of decoded bits of the p source
packets would not be consistent. By Lemma 1a, all the
terms in the right hand side of (11) are non-zero. Further-
more, because of (12), these terms cannot all have the
same sign. We must be able to find a value of
i 2 f1; 2; . . . ; pg such that

D
ri�1
di�1;di

< 0; (13)

and

D
ri
di;diþ1

> 0: (14)

Now consider the entries Tridi and Tri�1di , which must
be unequal due to the method in constructing TT . Since
the direction of the cycle can be chosen arbitrarily, with-
out loss of generality, we can assume that Tridi > Tri�1di .

To see this, suppose on the contrary that Tridi < Tri�1di .

We relabel the edges such that ~diþu , di�u for u ¼ 0; 1;
2; . . . ; p� 1, and define accordingly ~riþu , ri�u�1, where
the indices are in modulo p so that they fall within

f1; 2; . . . ; pg. (Note that i remains the same value that sat-
isfies (13) and (14).) This relabelling is actually reversing
the direction of the loop. After the relabelling, we obtain
the same pair of inequalities as in (13) and (14), i.e., we
have

D
~ri�1
~di�1;~di

¼ D
ri
diþ1;di

¼ �D
ri
di;diþ1

< 0;

and

D
~ri
~di;~diþ1

¼ D
ri�1
di;di�1

¼ �D
ri�1
di�1;di

> 0;

where the two above inequalities follow from (14)
and (13), respectively. Since

T~ri ~di
¼ Tri�1di > Tridi ¼ T~ri�1

~di
;

it suffices to consider only the case where

Tridi > Tri�1di : (15)

By (14), (15), and Lemma 1d, we have

d , D
ri
di;diþ1

� D
ri�1
di;diþ1

> 0: (16)

Suppose at this deadlock, exactly q � 0 bits of sdiþ1

have been decoded. The existence of the edge ðdi; diþ1Þ in
our constructed graph indicates that there is no exposed

bit in parity packet ckþri and exactly q þ D
ri
di;diþ1

bits of sdi
have been decoded. (See the upper portion of Fig. 5.)

Consider parity packet ckþri�1
. Due to the existence of

the edge ðdi�1; diÞ, which is associated with the parity
packet ckþri�1

, we know by definition that di 2 Sri�1
. In

other words, the first unknown bit of sdi is involved in

the calculation of the first remaining bit of ckþri�1
. Since

q þ D
ri
di;diþ1

bits of sdi have been decoded, at least

q þ D
ri
di;diþ1

� D
ri�1
di;diþ1

¼ q þ d bits of sdiþ1
must have been

decoded, for otherwise sdi could not be involved in the

first remaining bit of ckþri�1
. (See the lower portion of

Fig. 5.) Since d > 0 by (16), this contradicts with the
assumption that only q bits of sdiþ1

have been decoded. tu
To better understand the idea of the above proof, one

may consider the following example:

Example 1. Consider the (10, 5) CP-ZD code constructed by
our method. Packets c3; c5; c6; c7; c9 are used to decode the
original message. Since c3 and c5 are systematic packets,
they can be bit-shifted by an appropriate amount and sub-
tracted from each of c6; c7, and c9. After that, these three
parity packets become additions of bit-shifted versions of
s1; s2, and s4. Zigzag decoding is now applied, and sup-
pose that it enters a deadlock in which jS1j ¼ jS2j ¼
jS4j ¼ 2. As in the above proof, we can construct a graph
of three vertices. In this case, the number of edges in a
cycle, p, must be equal to 3, since 3 � p � J ¼ 3. As each
vertex of the graph corresponds to a column of TT , we
show the edges in TT in Fig. 6. Let d1; d2, and d3 be 2, 1, and
4, respectively. It is easy to check that

Dloop ¼ ð3� 6Þ þ ð6� 0Þ þ ð0� 3Þ ¼ 0:

Fig. 5. A graphical illustration to show that (16) is impossible. The portion
of a source packet surrounded by dashed lines represents the bits of that
source packet that have been decoded. The portion surrounded by solid
lines represents the unknown bits of that source packet.
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As an example, suppose q ¼ 7 bits of s4 have been
decoded. The first unknown bit of s4 (sdiþ1) in parity

packet c6 (ckþri ) is s4;8. As shown in Fig. 7, due to the con-

struction of c6 (i.e., D1
1;4 ¼ 6) and the fact S1 ¼ f1; 4g, the

first unknown bit of s1 (sdi ) must be s1;14 (cf. the upper

portion of Fig. 5).
Consider parity packet c9 (ckþri�1

). Due to the existence of
the edge ðd1; d2Þ (ðdi�1; diÞ) which is associated with parity
packet c9 (ckþri�1

), we know by definition that 1 2 S4

(di 2 Sri�1
). In other words, the first unknown bit of s1 (sdi ) is

involved in the calculation of the first remaining bit of c9
(ckþri�1

). Since q þ D1
1;4 ¼ 7þ 6 ¼ 13 (q þ D

ri
di;diþ1

) bits of s1

(sdi ) have been decoded, at least q þ D1
1;4� D4

1;4 ¼ q þ d ¼
7þ 9 ¼ 16 (q þ D

ri
di;diþ1

� D
ri�1
di;diþ1

¼ q þ d) bits of s4 (sdiþ1
)

must have been decoded, for otherwise s1 (sdi ) could not be

involved in the first remaining bit of c9 (ckþri�1
). Note that in

Fig. 7, we assume arbitrarily that 17 bits of s4 have been
decoded (cf. the lower portion of Fig. 5).

An inconsistency arises from two different viewpoints:
From the viewpoint of parity packet c6, 7 bits of s4 have
been decoded, while from the viewpoint of parity packet
c9, at least 16 bits of s4 have been decoded. This leads to
the contradiction established in the proof.

5.3 Extension to Cases Where k � 4

Since the above code design and corresponding proof apply
to arbitrary k, it can easily be extended to cases where k � 4.
The resultant circulant matrices after extension for
k ¼ 2; 3; 4 are listed below

TT ¼ 0 1
1 0

� �
; (17)

TT ¼
0 1 3
3 0 1
1 3 0

2
4

3
5; (18)

TT ¼
0 1 3 6
6 0 1 3
3 6 0 1
1 3 6 0

2
664

3
775: (19)

Compared with the codes defined in (6), (7), and (8) in
Section 4, it can be seen that the above extension obtains the
same code for k ¼ 2, but performs worse for k ¼ 3; 4 in
terms of storage overhead.

6 STORAGE OVERHEAD

In this section, we compare the storage overhead between
the code designed in [41] and our constructed codes. We
consider two performance metrics, namely, the average
storage overhead (per parity packet) and the maximum
storage overhead (per parity packet and across all parity
packets). The former one measures the least amount of stor-
age overhead needed in the system, while the latter one
may be more appropriate for some practical considerations,
including the following:

1) From system viewpoint, it is easier to manage if the
parity packets are of fixed length. Otherwise, it is
needed to somehow record the length of each parity
packet.

2) For situations where packets can be downloaded
from multiple storage nodes in parallel, the delay
for a data collector to download one packet from
each of the selected storage nodes is governed by
the source packet length plus the maximum stor-
age overhead.

3) If packets are transferred via a time-slotted system,
the length of a time slot is determined by the source
packet length plus the maximum storage overhead.

For the CP-ZD code designed in [41], the storage overhead
required by the m parity packets are ðk� 1Þ, 2ðk� 1Þ, . . . ,
mðk� 1Þ, respectively. The average overhead and the maxi-

mum overhead are ðmþ1Þðk�1Þ
2 andmðk� 1Þ, respectively.

In our new construction, all the parity packets have the
same length. The storage overhead of each parity packet is

Fig. 6. An example of a loop in a matrix TT with Dloop ¼ 0.

Fig. 7. An example to illustrate why deadlock is impossible.
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1; 1; 3 for cases k ¼ 2; 3; 4, respectively, and kðk�1Þ
2 for cases

k > 4.
For cases k � 4, the comparison is shown in Table 2.

Recall that our code is optimal for k ¼ 2 and 3. For k ¼ 4,
our code is better whenm � 3.

For cases k > 4, compared to the code designed in [41],
our constructed code has comparable average storage over-
headwhenm is close to k, and has smaller maximum storage
overhead when m > k=2. Since our code is designed for
m � k, it has smaller maximum overheadwhen the code rate
is between 1=2 and 2=3. When the code rate is 1/2, i.e., when
m ¼ k, themaximumoverhead is reduced by one half.

Lastly, we remark that for the case m ¼ k, our code is
known to be optimal in terms of maximum storage over-
head only when k � 4. For k > 4, the problem remains
open.

7 APPLICATION TO WIRELESS DISTRIBUTED

STORAGE

Binary ZD codes are particularly suitable for use in WDSS.
In a distributed storage system, storage nodes may fail from
time to time, and efficient node repair is needed. When a
storage node fails, a newcomer joins the system to replace
the failed node. To regenerate the lost data, the newcomer
needs to download data from some surviving nodes and
perform computations involving bit shift and XOR. Since
these operations can be done in the air through physical-
layer network coding, the repair process becomes very effi-
cient. Besides, while the storage overhead is innate in the
design of the CP-ZD code, that overhead can be removed
during the repair transmission process. More precisely,
each helper node is required to transmit at most L bits,
rather than the whole packet, which can be more than L
bits. In this section, we will discuss how that can be done.

7.1 Gaussian Multiple Access Channel (MAC) and
Physical-Layer Network Coding

Consider the Gaussian MAC. If the link gains between the
receiver and the transmitters are not identical, we assume
that power control is applied so that the power of the sig-
nals at the receiver are all equal.

All bits to be transmitted are modulated using binary
phase shift keying (BPSK) modulator and let XðbÞ denote

such a mapping. Bits 1 and 0 are modulated to be þ ffiffiffiffiffiffi
Eb

p
and � ffiffiffiffiffiffi

Eb

p
, respectively, i.e., Xð1Þ ¼ ffiffiffiffiffiffi

Eb

p
, Xð0Þ ¼ � ffiffiffiffiffiffi

Eb

p
.

The received symbol at the receiver is a superposition of

multiple transmissions and the Gaussian noise, which can
be expressed as

Y ¼
XS
s¼1

Xi þN; (20)

where Xi 2 fþ ffiffiffiffiffiffi
Eb

p
;� ffiffiffiffiffiffi

Eb

p g denotes the transmitted signal
from node i, N 
 Nð0; N0=2Þ denotes the additive white
Gaussian noise, and S denotes the number of physical sig-
nals superimposed at the receiver.

The above superposition in the physical layer can be
transformed into the XOR operation in the network layer.
This is commonly called PNC mapping. For easy explana-
tion, we ignore the noise first. Denote the noise-free super-
imposed signal as Y � ,

PS
s¼1 Xi. Suppose among the S

transmitted bits, there are t ones and S � t zeros. Then,

Y �=
ffiffiffiffiffiffi
Eb

p
is equal to ðt� ðS � tÞÞ ¼ ð2t� SÞ. If t is an even

number, then the XOR of the transmitted bits is equal to 0.
Otherwise, it is equal to 1. In practice, the noise term is pres-

ent. This can be handled by quantizing Y =
ffiffiffiffiffiffi
Eb

p
to the nearest

integer in f�S;�S þ 2;�S þ 4; . . . ; S � 2; Sg. Add S to the
quantized value and then divide the sum by two. If the
resultant value is an even number, the demodulator out-
puts 0. Otherwise, it outputs 1.

7.2 Repair Scheme

The repair scheme is designed so that it can tolerate failures
of up to two storage nodes. When two nodes fail simulta-
neously, the data in the two nodes are regenerated one by
one. We call a storage node that stores systematic packets a
systematic node and that stores parity packets a parity node. In
the case when one systematic node and one parity node fail,
we regenerate the systematic node before the parity node.

We need to consider the following three cases:

1) To repair a parity node: Since we always repair a sys-
tematic node before a parity node, when repairing a
parity node, all the k systematic nodes are available.
The repair process is the same as the encoding pro-
cess. To repair parity packet ckþi for i 2 K, systematic
node j transmits the source packet sj with a delay of
Tij bits for all j 2 K.

2) To repair a systematic node with k� 1 systematic
nodes and one parity node as helpers: Let the sys-
tematic packet to be regenerated be cj, where j 2 K.
Let the parity packet to be sent by the parity helper
node be ckþi, where i 2 K. Assume the parity packet
is sent without delay. For p 2 K n fjg, systematic
node p sends packet cp with delay Tip. After superpo-
sition and PNC mapping, we obtain a sequence of
bits. Packet cj can be obtained from the sequence by
taking L consecutive bits starting from Tij.

3) To repair a systematic node with k� 2 systematic
nodes and two parity nodes as helpers: Let the sys-
tematic packet to be regenerated be cj, where j 2 K.
Let the systematic node that does not act as a helper
be node i, where i 2 K. Let the parity packets to be
sent by the two parity helper nodes be ckþp and ckþq,
where p; q 2 K and p 6¼ q. Define d , Tpi � Tqi.
According to the construction of TT , we have d 6¼ 0.
Without loss of generality, assume d > 0, i.e.,

TABLE 2
Comparison of Storage Overhead for Cases k � 4

k m Avg. Overhead
of [41]

Max. Overhead
of [41]

Overhead of
our code

2 1 1 1 1
2 2 1.5 2 1
3 1 2 2 1
3 2 3 4 1
3 3 4 6 1
4 1 3 3 6
4 2 4.5 6 6
4 3 6 9 6
4 4 7.5 12 6
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Tpi � Tqi. Parity node p transmits ckþp without delay
while parity node q transmits ckþq with delay d. After
superposition, the effect of ci on the two parity pack-
ets will cancel out with each other. For l 2 K n fi; jg,
systematic node l transmits clðzTpl þ zTqlþdÞ, which
represents the bitwise XOR between cl delayed by
Tpl bits and cl delayed by Tql þ d bits. After the super-
position of the transmission of all helper nodes,

node j receives cjðzTpj þ zTqjþdÞ. According to
Lemma 1b, we have Tpj 6¼ Tqj þ d. Therefore, cj can

be decoded from cjðzTpj þ zTqjþdÞ by zigzag decoding.
Since case 1 is simple, we use the following two examples

to illustrate the repair methods for cases 2 and 3, respectively.

Example 2. Consider the (8, 4) CP-ZD code shown in Fig. 3.
Suppose node 2 fails, and nodes 1, 3, 4, and 5 are used to
repair node 2. Using the notation above for case 2, we
have j ¼ 2, i ¼ 1. From (8), we obtain Tij ¼ 1. Parity node
c1 sends packet c1 without delay. Systematic nodes 1, 3,
and 4 sends their packets with delay, T11 ¼ 0, T13 ¼ 3,
and T14 ¼ 2, respectively. The packets sent by the four
helper nodes and the corresponding PNC resultant are
shown in Fig. 8.

Example 3. Consider the (8, 4) CP-ZD code shown in Fig. 3.
Suppose node 1 fails, and nodes 3, 4, 5, and 6 are used to
repair node 1. Using the notation above for case 3, we
have j ¼ 1, i ¼ 2, p ¼ 1, and q ¼ 2. From (8), we obtain
d ¼ T12 � T22 ¼ 1� 0 ¼ 1. The packets sent by the four
helper nodes and the corresponding PNC resultant are
shown in Fig. 9. It can be seen that c1 can be obtained
from the PNC resultant by zigzag decoding.

The above repair method can be further enhanced. In the
above method, if a parity node serves as a helper, it will
transmit its parity packet, which consists of more than L
bits. Now we show that each helper node does not need to
transmit more than L bits. This enhancement can slightly
reduce the transmission bandwidth.

Case 1 is straightforward. As all helpers are systematic
nodes, they can simply transmit their packets, each of which
has length L.

For case 2, parity node i is chosen as one of the helpers
for repairing systematic node j. Instead of transmitting the

entire parity packet, ckþi, it only needs to transmit L conse-
cutive bits starting from Tij. These L bits were obtained
from the superposition of cj with bits from other systematic
packets. Denote this truncated packet as c0kþi. For

p 2 K n fjg, systematic node p transmits its packet by prop-
erly aligning its packets as discussed above. The only differ-
ence here is that it can truncate its transmission so that the
bits that do not overlap with c0kþi need not be transmitted.

Consider Example 2 again. It can be seen from Fig. 8 that
the helper nodes only need to transmit those bits between
the two dashed vertical lines.

For case 3, the alignments of transmitted packets are the
same as discussed above. Suppose we want to repair the
systematic packet cj, where j 2 K. As discussed above,

node j receives cjðzTpj þ zTqjþdÞ, if there is no truncation in
the repair transmission. Let n , minfTpj; Tqj þ dg. We can
simply truncate the transmission of each helper node such
that they transmit only the bits that fall with the interval
from n to nþ L. The newcomer is still able to regenerate cj.
Consider Example 3 again. It can be seen from Fig. 8 that
the helper nodes only need to transmit those bits between
the two dashed vertical lines, and c1 can still be recovered
by zigzag decoding.

We remark that the above repair scheme is designed so
that the failed nodes are repaired in a one-by-one manner.
This design is based on the consideration that all transmit-
ters can properly control their transmit power and
align their transmitted signal in the time domain so as to
ensure that the PNC mapping works correctly. If all the
nodes of the WDSS system are located in a small spatial
environment so that when one of the storage nodes trans-
mits, all the other nodes can receive the transmitted signal
with the same received power and the same delay, then a
joint repair scheme can be designed so that more than two
failures can be tolerated. We briefly discuss the idea below.

As an example, consider the case where three systematic
nodes fail, and k� 3 systematic nodes and three parity nodes
serve as helper nodes. The parity nodes transmit their parity
packets one after another in three non-overlapping time
slots. The systematic nodes transmit their systematic packets

Fig. 8. An example of case 2.

Fig. 9. An example of case 3.
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in all the three time slots with proper alignment so that those
systematic packets are cancelled out from the three parity
packets in the air. Each of the failed nodes listens to all the
three time slots and applies zigzag decoding to the three
received packets. After zigzag decoding, each of them stores
the systematic packet it needs and discards the other two.

7.3 Analysis of Bit Error Rate

In this section, we analyze the BER of our proposed repair
method in the presence of AWGN. To obtain an explicit
expression, we first analyze the case of S ¼ 3 as an example.

According to our formulation, the normalized received
signal Y =

ffiffiffiffiffiffi
Eb

p
is quantized to the nearest integer in

�3;�1; 1; 3f g. Let function f : R ! F2 represent the quanti-
zation and demodulation process. The demodulator output
is denoted by fðY Þ.
1) If Y =

ffiffiffiffiffiffi
Eb

p
< �2 or 0 � Y =

ffiffiffiffiffiffi
Eb

p
< 2, the quantization

Y =
ffiffiffiffiffiffi
Eb

p
should be �3 and 1 respectively. Then we

add the quantization value by 3 and divide them by
2, the result is an even number, which implies
fðY Þ ¼ 0.

2) Similarly, if �2 � Y =
ffiffiffiffiffiffi
Eb

p
< 0 or 2 < Y =

ffiffiffiffiffiffi
Eb

p
, the

demodulator output should be fðY Þ ¼ 1.
Error occurs when fðY �Þ 6¼ fðY Þ. Assume that each

information bit has a value of 0 and 1 with equal probabil-
ity. The four cases which lead to fðY �Þ 6¼ fðY Þ are summa-
rized as follows:

1) With probability ð12Þ3, all the three transmitted bits

are zeros, Y �=
ffiffiffiffiffiffi
Eb

p ¼ �3. Bit error occurs when

Y =
ffiffiffiffiffiffi
Eb

p
lies in ½�2; 0� [ ½2;1�, i.e., N=

ffiffiffiffiffiffi
Eb

p
lies in

½1; 3� [ ½5;1�;
2) With probability 3

1

� �ð12Þ3, two of the three transmitted

bits are zeros, Y �=
ffiffiffiffiffiffi
Eb

p ¼ 1. Bit error occurs when

Y =
ffiffiffiffiffiffi
Eb

p
lies in ½�2; 0� [ ½2;1�, i.e., N=

ffiffiffiffiffiffi
Eb

p
lies in

½�3;�1� [ ½1;1�;
3) With probability 3

1

� �ð12Þ3, two of the three transmitted

bits are ones, Y �=
ffiffiffiffiffiffi
Eb

p ¼ �1. Bit error occurs when

Y =
ffiffiffiffiffiffi
Eb

p
lies in ½�1;�2� [ ½0; 2�, i.e., N=

ffiffiffiffiffiffi
Eb

p
lies in

½1; 3� [ ½�1;�1�;

4) With probability ð12Þ3, all the three transmitted bits

are ones, Y �=
ffiffiffiffiffiffi
Eb

p ¼ 3. Bit error occurs when Y =
ffiffiffiffiffiffi
Eb

p
lies in ½�1;�2� [ ½0; 2�, i.e., N=

ffiffiffiffiffiffi
Eb

p
lies in

½�3;�1� [ ½�1;�5�;
According to the probability density function of AWGN,

we may obtain, after some straightforward manipulation,
the expression for BER in the case of S ¼ 3 as follows:

Pe ¼ 7

4
Q

ffiffiffiffiffiffiffiffi
2Eb

N0

s !
þ 1

4
Q 5

ffiffiffiffiffiffiffiffi
2Eb

N0

s !
�Q 3

ffiffiffiffiffiffiffiffi
2Eb

N0

s !
; (21)

where

QðxÞ , 1ffiffiffiffiffiffi
2p

p
Z 1

x

e�u2=2du: (22)

Note that the noise term may lead to the received signal
being quantized to the wrong integer while the modulator
output is still correct. Take Y �=

ffiffiffiffiffiffi
Eb

p ¼ �3 for instance. If

Y =
ffiffiffiffiffiffi
Eb

p
lies in ½0; 2�, it will be quantized to þ1 and fðY Þ ¼ 0,

which is consistent with the original superposition signal.
Since the probability of this event is very small, we may
ignore it to obtain a simple expression for the upper bound
of the BER. When S ¼ 3, the upper bound is given by

P̂e ¼
 
1

8
þ 2� 3

8
þ 2� 3

8
þ 1

8

!
Q

ffiffiffiffiffiffiffiffi
2Eb

N0

s !
¼ 7

4
Q

ffiffiffiffiffiffiffiffi
2Eb

N0

s !
:

(23)

From Fig. 10, we can see that the upper bound, P̂e, is a good
approximation to the exact value, Pe for S ¼ 3.

Now we derive the upper bound of the BER, P̂e, for arbi-
trary values of S. According to the description above, we

may know that the received signal Y =
ffiffiffiffiffiffi
Eb

p
may be quan-

tized to S þ 1 different integers. When there is a quantiza-
tion error, we regard that there is a bit error. Therefore, the
upper bound can be obtained by summing up all the error
probabilities of the quantization for each integer. As the dis-
tribution of the value for noise-free superimposed signal Y �

is easily obtained, we only need to derive the conditional
error probability with known Y �. Except for the cases of
Y � ¼ �S and Y � ¼ S, in which the conditional error proba-

bility is Q
ffiffiffiffiffiffi
2Eb
N0

q� �
, all the other cases of Y � has conditional

error probability 2Q
ffiffiffiffiffiffi
2Eb
N0

q� �
. Therefore, the upper bound

can be obtained as follows:

P̂e ¼ S

0

	 

þ 2

XS�1

i¼1

S

i

	 

þ S

S

	 
( )
1

2

	 
S

Q

ffiffiffiffiffiffi
Eb

N0

s !

¼
(
2� ð1þ 1ÞS � 2

)
1

2

	 
S

Q

ffiffiffiffiffiffiffiffi
2Eb

N0

s !

¼ 2� 1

2

	 
S�1
( )

Q

ffiffiffiffiffiffiffiffi
2Eb

N0

s !
:

(24)

The above upper bound for the case when S ¼ 10 is also

plotted in Fig. 10. It can be seen that P̂e only increases
slightly when S increases.

Fig. 10. The exact BER, Pe, and its upper bound, P̂e, for the case when
S ¼ 3.
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8 CONCLUSION

Novel binary vector codes for data storage are designed.
They are zigzag decodable and have the combination prop-
erty. The key technique for implementing such a code lies
in carefully designed misalignment for the amount of bit-
shift for each component. These codes can serve as a basic
building block for constructing storage codes for DSS that
have additional requirements. In this work, a new ZD code
is designed, which has smaller maximum storage overhead
than the original ZD code.

Based on the new ZD codes, a corresponding efficient on-
the-air repair scheme in wireless DSS is designed. A simple
expression for the upper bound of BER under AWGN set-
ting is derived, which is numerically shown to be tight. We
hope that this work sheds light on designing low-complex-
ity erasure codes for both DSS and WDSS.

Future researchmay consider physical layer security [56].
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