Sinqular Value Decomposition and Applications

Chapter Intended Learning Outcomes:

(i) Realize that many real-world signals can be approximated
using their lower-dimensional representation

(ii) Review singular value decomposition (SVD) and principal
component analysis (PCA)

(iii) Able to apply SVD and PCA in relevant real-world
applications

(iv) Understand the basics of tensor decomposition and
application
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Real-World Signals as Low-Rank Matrices

Many data in our real-world can be modelled as a low-rank
matrix.

The most direct scenarios correspond to two-dimensional (2D)
data such as images.

1D signals such as audio or financial data can be considered
as column (or row) vectors of a matrix.

Higher-dimensional or tensor signals can be unfolded to
matrices. For example, a 3-D signal or 3rd-order tensor can
be unfolded to a matrix of three possible forms.

We may say tensor generalizes vector and matrix.
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Tensor unfolding illustration

Source: Hong X., Xu Y., Zhao G. (2017) LBP-TOP: A Tensor Unfolding Revisit. In: Chen CS., Lu J., Ma KK. (eds) Computer Vision — ACCV 2016 Workshops.
ACCV 2016. Lecture Notes in Computer Science, vol 10116. Springer, Cham
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Analogously, vectorization refers to transforming a matrix to
vector. For example, we can convert a matrix A € R™*" to a
column vector of length mn:

ai aii
~ _ Am1 A1n
apip aip -+ Aip ap asy
ao21 Ao -+ A9
. _ " — or
Am?2 aon
| Am1 Am2 " Amn | :
A1n Am1
B Umn | B Amn i
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A matrix X € R™*" has full rank if its rank is » = min(m,n). If

r =n, this means that all the columns (or rows if » =m) are
linearly independent.

X € R™" has low rank if its rank is » < min(m,n). This means
that many columns (and rows) are linearly dependent, e.qg.,

(111117
X = é?é?é € RV = r = rank(X) = 2

10101

Row #1:[11111]=[01010]+[10101]
Row #2:[12121]=2x[01010]+[10101]
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Video can also be expressed as a matrix by converting each
frame (matrix) as a vector, e.qg.,

1123 71819 13(14(15 19(20(21
4156 10(11(12 16(17/18 2223|124

Frame #1 Frame #2 Frame #3 Frame #4

—\/

7113/19
10(16(22
8 14|20
1111723
9 15|21
612/18|24

The background component in the video is of low rank.

W unnN P
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Singular Value Decomposition (SVD)

SVD is a useful tool to decompose a matrix X ¢ R"™*";

X = USVT — [ula T 7“771]diag{0-17 T 7O-m}[vla "o 7UH]T — Z Oiuiv; (1)
i=1

where U € R™*™ contains the left singular vectors u,--- ,u,,
V ¢ R*" contains the right singular vectors wvy,---.v, ,
S ¢ R™*" is diagonal matrix with singular values o4,--- , 0, On

the diagonal with oy > 09 > --- > 0,,, and m < n is assumed.

The singular vectors are orthogonal such that w/u; =0,
v!v; =0 for i # j. To ensure a unique set of {U,S,V}, U and V
are orthonormal, i.e., u/u; =viv; = L.

uy,- - ,u,, and vy, --- v, are unit-norm vectors.
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If a 2D signal can be approximated with rank r < min(m,n),
we can write:

X =~ UpSsz; — [ula T 7u?“]diag{0-17 T 70-7“}[”13 T 7UT]T — Z O-iuiva (2)
i=1

which is referred to as truncated SVD.

Example 1 )
11111
12121
Convert X =[01010|inthe form of SVD.
10101
21212

Using MATLAB:
> Xx=[11111; 12121; 01010; 10101; 2121 2];
>> [U, S, V] = svd(X)
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It is clear that X is of rank 2 as there are only two nonzero
singular values o, =5.4989 >0, =2.1823 . As a result, the
truncated SVD of X is exactly equal to X:

[ —0.4063 —0.0394 |
—0.5612 —0.5568
—0.4609 0.3477 [
—0.4258 —0.5645

| —0.4609 0.3477 |

54989 0 —0.4609 —0.4258 —0.4609 —0.4258 —0.4609
0  2.1823 0.3477 —0.5645 0.3477 —0.5645 0.3477

and it can be easily verified with
>> U(:,1:2)*S(1:2,1:2)*V(:,1:2)."

Also:
>> (U(:,1))."*U(:,2)
ans = -1.1102e-106

>> (U(:,1))."*0U(:,1)
ans = 1
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Example 2
Investigate if we can represent an image of rubber ducky of

327 x 327 pixels using a low-rank approximation.

i
)

Note that the original RGB color model is a tensor of
dimensions 327 x 327 x 3 and we may just perform the SVD

for each color separately.
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>> img = imread('Rubber Ducky.Jjpg');
for 1 = 1:3
[(U(:,:,1),S(:z,:,1),V(:,:,1)] = svd(im2double (img(:, :,1)))
end
r=10;
for 1 = 1:3
approx img(:,:,1) = 0(:,1l:r,1) * S(l:r,1l:r,1) * V(:,1l:r,1).";
end
imwrite (approx img,sprintf ('rgb Rubber Ducky %d.png', r), 'png');

r = 100
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>> img = imread('Rubber Ducky.jpg'):;

gray = rgb2gray(img) ;

[U,S,V] = svd(im2double (gray))

r=10;

approx img = U(:,1l:r)*S(l:r,l:r)*V(:,1l:r).";
imwrilte (approx img, sprintf ('Rubber Ducky %d.png', r), 'png');

r =50 r = 100

Here we see that truncated SVD can be used for data
compression. If a gray scale image X € R™" can be
approximated as a matrix of rank », then the data storage
size will be reduced from mn to mr +r +nr = (m +n + 1)r.
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>> s=diag (S)
>> stem(s) ;

300
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100 |

50 [

0 50 100 150 200 250 300 350

However, SVD may not be an effective compression scheme
if the image data are not highly correlated.
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Illustration of SVD as rotation and scaling
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Truncated SVD can also be applied for noise reduction.

Example 3
When multiple receivers are used to collect a correlated
signal in the presence of noise, SVD can be used for denoising.

Consider a sinusoid cos(wt) is received by 5 sensors and each

sensor obtains 100 samples. As the sensor locations are
different, each may receive:

xi(t) = A;cos(wt + ¢;) +ni(t), i=1,--- 5, t=1,---,100

As a sinusoid can be represented as a linear combination of
2 sinusoids of same frequency, e.g., x3(t) = aixi(t) + avzs(t)
and 2cos(w)cos(w(t — 1)) = cos(wt) + cos(w(t —2)) , the matrix
X € R constructed from sensor output as rows is of rank
2 in the absence of measurement noise.
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>> N=100;

w=0.3;

x1l=sin(w.* (1:N));
subplot (5,1,1)
stem (x1)

x2=sin(w.*(1:N)+0.5);

subplot (5,1, 2)

stem (x2)

x3=sin(w.* (1:N)+1);
subplot (5,1, 3)
stem(x3)

x4=sin(w.* (1:N)+1.5);

subplot (5,1, 4)
stem(x4)

xb=sin(w.* (1:N)+2);
subplot (5,1,5)

stem (x5)

>> X=[x1,; x2,;, x3; x4;

>> rank (X)
ans = 2

H. C. So
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Hence a truncated SVD of X with » =2 can represent the data
without approximation.
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In practical scenarios, noise n,(t) is present.
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A noise-reduced version is: [ul,UQ]diag{al,02}[’01,02]T
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Apart from direct observation, a standard performance
measure is to use empirical mean square error (MSE):

MSE _ ZT]:/—:l ($n o '587?))2

N

where z, is the true value and z,, is the estimated value of z,.
That is, MSE is a measure of average squared error.

Consider the noisy raw data as the estimates, e.qg.,

Xl=sin(w.* (1:N))+0.2*randn(1,N);%noise standard deviation 0.2

which means that noise is zero-mean Gaussian distributed
with power E{n:(t)} = 0.2° = 0.04, we can compute the MSE:

VST Soiet i (@) = &:(1))°
500
which aligns with the noise power value.
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We repeat the MSE computation using the denoised data and

obtain:
MSE = 0.0149

From the MSE, the denoising performance is clearly
demonstrated and we know how much noise is reduced in
terms of MSE.

Because of the random noise, slightly different numerical
results will be obtained in each simulation run.

Note also that we cannot obtain a zero MSE by denoising
because the truncated SVD components

[u’la UQ]diag{Ula 02} [vla U?]T

also contain noise.
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This application may be referred to as subspace estimation.
Here, wu;,us,01,09,v1,v9 correspond to the signal subspace
while w3, uy,us, 03,04, 05,v3,04,v5 correspond to the noise
subspace.

Hence the signal subspace can also be obtained from the
truncated SVD with an appropriate value of r:

r
XS: E a@-ui‘vg
1=1

Note also that truncated SVD is the best low-rank matrix
approximation in the least squares sense:

X-X|| , st rank(X)=r

X, = argmin
X F

| 2 ~
X
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where the Frobenius norm ||A||; is defined as:

m n

A = \ Zz@ij

i=1 j=1

That is, X, is computed by minimizing the sum of all mn
components of (z,; —z; ;)"

Note that the Frobenius matrix norm is analogous to vector
norm:

lally = [as, -+, aw)=,|> a2

\&
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Principal Component Analysis (PCA)

PCA is similar to truncated SVD but it is based on the
eigenanalysis of the covariance of the observed data.

Example 4
Suppose there are 4 observed data vectors. We group them
as a data matrix as:

(2212
1303
0131
3230
1313

11012

Compute the covariance matrix C for X.
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To compute the covariance matrix, we need to make the
mean of each row 0. Note that each row can be considered
as the same type of information or feature. The mean vector
p is computed as:

>> mean (X, 2)

1.7500
. 7500
.2500
.0000
.0000
1.0000

NN P

>> pX=X-mean (X, 2)

0.2500 0.2500 -0.7500 0.2500
-0.7500 1.2500 -1.7500 1.2500
-1.2500 -0.2500 1.7500 -0.2500

1.0000 0 1.0000 -2.0000
-1.0000 1.0000 -1.0000 1.0000

0 -1.0000 0 1.0000
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Let the data matrix with zero-mean rows be X . The
covariance matrix C is computed as:

11—
X.xX'
A

>> C=bX*bX.'/4

0.1875 0.4375 -0.4375 -0.2500 0.2500 0
0.4375 1.6875 -0.6875 -1.2500 1.2500 0
-0.4375 -0.6875 1.1875 0.2500 -0.2500 0
-0.2500 -1.2500 0.2500 1.5000 -1.0000 -0.5000
0.2500 1.2500 -0.2500 -1.0000 1.0000 0
0 0 0 -0.5000 0 0.5000

Each diagonal element of C is the variance within a
measurement type.

Off-diagonal elements are covariances between all pairs of
different types. If covariance is nonzero, there is correlation
or redundancy while the two types are uncorrelated for zero
covariance.
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In general, suppose for each measurement vector, there are
m types and we collect a total of » measurements. A data
matrix X € R”*" is formed and then its zero-mean row
version X € R™*" is computed. Then C € R"*"™ js:

c-1x.x" (3)

T

Since C is square and symmetric such that ¢ =c¢?, its
eigenvalue decomposition (EVD) is:

C =EDE'=EDE" =) \ee! (4)
1=1

where E € R™"™ is orthonormal and its column vectors are
eigenvectors, while D = diag{\,--- ,\,} € R™™ with \; being
the eigenvalue for the ith column.
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Suppose A\ > A, > --- > )\, the principal components refer to
the first » column vectors of E, and the associated )\, --- . ),
are variances or powers of the principal components.

For simplicity but without loss of generality, we may ignore
the scalar of 1/n in (3) and assume X has zero mean along

all the rows such that X=X . Using (1) and the
orthonormality of V, it is easy to show that E can be
computed from SVD of X:

xx"=usv” (Usv”’) —uUsv'vsu’ —uUsU” (5)
Thatis, E=U and D = S* or ), = o2 (up to a scalar).

This indicates that SVD operating on the data matrix is same
as EVD operating on the covariance matrix.
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Using a 2D geometric viewpoint, PCA means to find the best
orthogonal basis:

It is clear that the standard basis of [1,0] and [0, 1] (- and y-
axis) is not good to represent the data points.

Note that a basis is a minimal spanning set to represent all
data in that space. For 2D space, [1,0] and |0, 1] form a basis

because any point [z, y] can be written as z[1, 0] + |0, 1].
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The basis in red lines is better in the sense that the direction

(cf. eigenvector) is related to the data structure and length
(cf. eigenvalue) is related to the importance.

There are three assumptions in PCA:

1. Linearity

= Change of basis is linear operation.
= But, some processes are inherently nonlinear.

2. Large variances are most “interesting”
= Large variance is "signal”, small is “noise”.
= May not be valid for some applications.

3. Principal components are orthogonal
= Makes problem efficiently solvable.

= But non-orthogonal may be better in some cases.

H. C. So
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Applying PCA will be perfect when:

The data can be better represented by another orthogonal
basis.

Longer red vector is our signal of interest while the shorter
vector represents the noise component. Hence we can
ignore the short vector and the data can be approximated
in 1D, i.e., the first eigenvector is the principal component.
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PCA will fail when the data cannot be represented better via
another linear transform:

Here, the information is contained in the angle ¢.

But 6 is nonlinear w.r.t. to (z, y) basis.
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PCA may not be suitable tool when the important information
is nonorthogonal:

® L
e ® o
° ) ® o
o'.. i
® °
....
o oo
o °® * ’
% .0
°

Here, the second dominant vector, which is orthogonal to the
first one, does not match the data well
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PCA will fail when we are interested in the non-principal
components.

The principal components may correspond to the chessboard.

PCA may not be useful if we are interested in the pieces.
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Also, if the data do not have dominant principal components,
e.g., random noise, we may not be able to extract useful
information using PCA (or other dimensionality reduction
schemes):

>> svd(randn (1000, 10))
34.2535
33.5750
32.6017
32.11061
31.8181
30.9503
30.2355
28.9969
28.5793
28.4865

The singular values are comparable and thus all components
are important or interesting.
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Training and Scoring with PCA

PCA can be used as classification and two phases are
involved: training and scoring.

We assume that there is a set of training data and we perform
the evaluation using test data

In training phase, we need to form a scoring matrix from
training data. Suppose we have n training vectors z, -z,
and each has a length of m.

The steps are:

1. Form X € R™" and then compute X = [z,,---Z,], T = x;, —
2. Compute U via EVD of C or SVD of X

3. Extract » dominant vectors to form U, = [u,,--- ,u,] € R™*"
4, Compute the scoring matrix A =U'X ¢ R™"
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Note that the columns of A is formed by projecting the
training vectors 7, - - - T, onto the eigenspace U/, e.q., the ith

column of A is: ) )

I3
A= | (6)
T

r

u.x;

Hence A can be referred to as trained model.

Z

Oy
Illustration of projecting a vector on a 2D space

Source: https://www.quora.com/What-is-meant-by-the-projection-of-a-vector
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https://www.quora.com/What-is-meant-by-the-projection-of-a-vector

In the scoring phase, the task is to find the best match of a
vector y with z,,---x,. The main idea is to project the test
vector onto U, and then find the closest A;,. That is, we
perform the classification in the projected space.

The steps are:

1. Computey=y —u

2. Compute w = Uy , i.e., the projection of § onto U,

3. Compute the distance between w and each of the A,. The
distance is usually represented as the Euclidean distance:

6 = /(w1 — ANj1)? + (wo — Do)+ -+ (w, — A%, =1, |n

4. The score is given by:
score(y) = ming;

The best match of y is z; where * — aro min ¢
()
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It is seen that training is somewhat involved particularly for
large m and/or », while scoring is simple and fast.

Example 5
We continue with Example 4. We consider the 4 vectors as
training data:

(2212
1303
0131
3230
1313

11012

>> [U,S,V]=svd (bX)
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0.1641
0.0278
-0.2604
-0.5389
0.4637
0.0752

O O O o o

-0.2739

0.3166

-0.6631
0.6205

0.2443
0.1070
-0.8017
0.4277
-0.1373
-0.2904

2.2239

o O O

0.690601

0.2466

-0.5434
-0.3993

-0.0710
.2934
.3952
.3439
.36044
-0.7083

O O o o

-0.43064
0.7674
0.1224

-0.4534
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0.000

O O OO o o

0.5000
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.0137
.4970
.0389
.1133
.5909
.1133

. 3341
.2624
.0239
.5925
.3420
.5925

Semester B 2020-2021



As the number of nonzero singular values is at most min(m,n),

“economic” mode is preferred to save complexity:
>> [U,S,V]=svd (bX, '"econ')

U =
0.1641 0.2443 -0.0710 0.6482
0.6278 0.1070 0.2934 0.4387
-0.2604 -0.8017 0.3952 0.3623
-0.5389 0.4277 0.3439 0.2109
0.4637 -0.1373 0.36044 -0.4089
0.0752 -0.2904 -0.7083 0.2109

g =
4.0414 0 0 0
0 2.2239 0 0
0 0 1.7237 0
0 0 0 0.0000

V =
-0.2739 0.6961 -0.4364 0.5000
0.3166 0.2466 0.7674 0.5000
-0.6631 -0.5434 0.1224 0.5000
0.6205 -0.3993 -0.4534 0.5000
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Note that rank(X)=3, it can be exactly represented as

truncated SVD with components:
>> U(:,1:3)

0.1641 0.2443 -0.0710
0.6278 0.1070 0.2934
-0.2604 -0.8017 0.3952
-0.5389 0.42777 0.3439
0.4637 -0.1373 0.36044
0.0752 -0.2904 -0.7083

4.0414 0 0
0 2.2239 0
0 0 1.7237

>> V(:,1:3)

-0.2739 0.6961 -0.4364
0.3166 0.24660 0.7674
-0.0631 -0.5434 0.1224
0.6205 -0.3993 -0.4534
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Note that the singular values are o, =4.0414, 0, = 2.2239 and
o3 = 1.7237. Then the eigenvalues are A\ = 16.3333, X\ = 4.9456
and A3 =2.9711 up to a scalar. The exact values should be

A = 4.0833, s = 1.2364 and A3 = 0.7428 because it can be verified
that )\@' = O'@Q/TL

If we use all eigenvectors, that is, we choose » = 3 and the
scoring matrix A = Ul X € R** is computed as

>> U(:,1:3)."*bX

-1.1070 1.2794 -2.6801 2.5076
1.5480 0.5484 -1.2084 -0.8879
-0.7523 1.3228 0.2110 -0.7815
For r» = 2:
>> U(:,1:2)."*bX
-1.1070 1.2794 -2.06801 2.5076
1.5480 0.5484 -1.2084 -0.8879
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For » = 1:
>> U(:,1:1)."'"*bX
-1.1070 1.2794 -2.0801 2.5076

Consider matching a vector y =[2103 1 1]' with the training
data set X and using » =3

U(:,1:3)."*by
-1.1070

1.5480
-0.7523
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Consider another y=[2344 —3 2] and » = 3:

>> vy = [2, 3, 4, 4, -3, -21.";
by=y-mean (X, 2) ;
w=U(:,1:3)."*by

-3.5124
0.4036
2.4265

The distance between w and z; is then:

e1 = +/(—3.5124 4 1.1070)% + (0.4036 — 1.5480)2 + (2.4265 + 0.7523)2
= 4.1413

Other distances are:
>> D=U(:,1:3)."*bX;
[norm(w-=D(:,1)),norm(w=-D(:,2)),norm(w=D(:,3)),norm(w=D(:,4))]

4.1473 4.9193 2.80630 6.9426

Hence we see that the best match is z;.
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Consider another y=[2344 — 32| and r = 2:
>> w=U(:,1:2)."*by;
-3.5124
0.4036

>> D=U(:,1:2)."'"*bX;

-1.1070 1.2794 -2.6801 2.5076
1.5480 0.5484 -1.2084 -0.8879

[norm(w-=D(:,1)),norm(w=-D(:,2)),norm(w=D(:,3)),norm(w=D(:,4))]

2.6037 4.7939 1.8142 6.1570

The best match is still zs.

We will see that for this example, even one principal
component can give the consistent classification result.
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I I I I I I
-4 -3 -2 -1 0 1 2 3

Consider another y =[2344 — 32" and » = 1:
>> w=U(:,1)."*by
~3.5124

>> D=U(:,1)."'*bX
-1.1070 1.2794 -2.6801 2.5076

[norm(w-=D(:,1)),norm(w=-D(:,2)),norm(w=D(:,3)),norm(w=D(:,4)) ]
2.4054 4.7918 0.8323 6.0200

Again, the best match is still zs.
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PCA for Face Recognition

Face recognition is one of the standard applications of PCA.
Consider using the ORL face database:

= Composed of 400 images with dimensions 112 x 92.
= There are 40 persons, 10 images per each person.

= The images were taken at different times, lighting and
facial expressions.

= The faces are in an upright position in frontal view, with a
slight |eftiht rot

R
2 L
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The face recognition system can be set up as follows. The
400 images are divided into non-overlapped training data and
testing data.

In the training phase, we select 1 to 9 images for each person
to create the scoring matrix.

For each image, we convert the matrix to a vector of length
10304.

For example, if 5 images of each person are used, then we
have X ¢ R!"020  Note that there will be 200 images for
testing.

By determining » , we can use the dominant vectors to form
U,=[u, --,u] € R, and then obtain the scoring matrix
A = UT)T c RT‘X?UO.
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In the scoring phase, we pick one vector from the testing
database and then project its mean-subtracted version onto
U, and then find the nearest column vector in A as the score.

A successful case is shown:

Testing Image Matching Image
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According to the provided source code using the ORL
database, the recognition accuracy can be over 90%.

Preprocessing considerations:

= Cropping from the original images is needed
= If the image is large, size reduction is needed, e.g., an
image of dimensions 2m x 2n can be reduced to » x n With

a downsampling factor of 2
|:> @ 4x4 Image

Source: http://eeweb.poly.edu/~yao/EL5123/lecture8 sampling.pdf

= If all images are not of equal sizes, we may pad zero to
make all column vectors having the same length of m

8x8 Image
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System design and evaluation considerations:

= How many data are used for training? How many data are
used for testing? How will this arrangement affect the
computational requirement and recognition accuracy?

= How to choose an appropriate value of the number of
principal components »? How will » affect the recognition

accuracy?

As the eigenvalue represents the power of each principal
component, one possibility is to choose » such that:

k
argmking o

r = > €

min m n
Z O-

where ¢ is a threshold parameter, e.g., 90%
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= Are the results reliable? How can we obtain an average
performance?

Cross validation can be applied to see if the results among
different training and testing data partitions are
consistent, and obtain the average performance:

Validation Training
Fold Fold
1st — Performance
»
% 2nd — Performance ,,
U
<
2 3rd —» Performance3 |- Performance
O ;8
© =% Z Performance,
o 4th — Performance 4 o
>
5th — Performance g

Source: https://medium.com/uxai/f#e5E2 3 B frkn-034-3)| g - s EE T 1 E 2-af08ade0595a
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e.g., for the ORL database, we can use k-fold cross
validation with £ = 10:

We randomly divide the 400 images into 10 sets such that
each contains 40 different persons.

For each iteration, 9 sets are used for training while the
remaining set is reserved for testing.

There will be 10 recognition results and we can check for

their consistency and compute the average recognition
accuracy.
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Note that u,,--- ,u, can be constructed as » eigenfaces:

Mean-subtracted faces

Person1 Person 2 Person 3 Person k

.= §

-

ne
=

verage
face

*

|

|
1,
|

Eigenfaces
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The set of the eigenfaces or U, can be used to approximate
another person not included in the training dataset via the
projection:

ﬁi:new — UTUgmnew

Test image r=25

This is possible because the eigenfaces span a large
subspace of image space corresponding to different features
such as cheeks, forehead and mouths.
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Even dog and cup of coffee:

Test image

A -

r =25
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We can also visualize the use of eigenfaces or {u;} in a 2D
coordinate system where each point is (u.Z;,u/Z;), e.g.,
projecting two individuals onto the 5th and 6th principal
components, and we may still separate them:

»*e
*»
i" *
* Bt 0 *,
SU‘ “2"‘4. .3‘#1} A
=, f* & A A A
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Two-Dimensional PCA

2DPCA is a variant of PCA which is a matrix-as-matrix
approach, i.e., vectorization of matrices is not needed.

The main idea is to exploit the so-called image covariance
matrix.

Given K training matrix data X, e R"™", k=1,2,--- | K, the
image covariance matrix is computed as:

1 i 1 &
kzl —

The » dominant eigenvectors of G =UDU’, grouped as
U, = [u,- --,u,] € R are utilized.
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For each image X,, we compute the projection:

Y, =X,U, € R

As in the scoring matrix A =U’X € R™" in the PCA, now we
have a set of scoring matrices ,Y,, £k =1,2,--- | K.

In the scoring phase, suppose there is a testing image
X € R™", we compute the projection:

Y =XU, €« R

The sum of » distances between the column vectors of Y and
Y ;. is used for matching:

k= HY(:al) _Yk'(:vl)H Tt HY(:,’F) —Y;AZ,T)H, k=1,---, K

where || || denotes the Euclidean distance or ¢;-norm.
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As in the PCA, the score is given by:

score(X ) = mk@n €l

The best match of X is X ;- where * = argmkin €r

As in SVD or PCA, 2DPCA can be employed to approximate a
group of images. To directly store X, e R™", k=1,2,.--- | K,
we need a memory size of mnkK.

With the use of 2DPCA, we need to store U, € R"" and
YieR™, k=1,2,--- K, corresponding to (mK +n)r. The
compression ratio is then:

mn i
(mK +n)r
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PCA for Image-Based Malware Classification

Malware is software that is designed to disrupt or damage
computer systems.

According to Symantec, more than 669 million new malware
variants were detected in 2017, which was an increase of
more than 80% from 2016.

Malware detection is a critical task in computer security.

We can perform training on high-level features such as
opcode sequences (via disassembling exe files) and function
calls from executable files for detection/classification but
costly pre-processing is needed for feature extraction.

A more attractive approach is to obtain features without
disassembly or code execution.
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In fact, bytes from executable files can be mapped to pixels
to create grayscale images. That is, a malware is read as a
vector of 8-bit unsigned integers and then organized into a
2-dimensional array.

An example is the Malimg dataset which consists of >9000
malware samples with 25 different families.

R e L e Y T T T e R R S SO R A

Adialer.C samples
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A

Dialplatform.B samples
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Family Samples | Family Samples
Adialer.C 125 Lolyda.AA2 184
Agent .FYI 116 Lolyda.AA3 123
Allaple.L 1591 Lolyda.AT 159
Allaple.A 2949 Malex.gen!] 136
Alueron.gen!] 198 Obfuscator.AD 142
Autorun.K 106 Rbot!gen 158
C2Lop.P 146 Skintrim.N 80
C2Lop.gen!G 200 Swizzor.gen!E 128
Dialplatform.B 177 Swizzor.gen!l 132
Dontovo.A 162 VB.AT 408
Fakerean 381 Wintrim.BX 97
Instantaccess 431 Yuner.A 800
Lolyda.AAl 213 Total 0342

As in face recognition, we can use PCA to implement a
classifier for the malware families. That is, given a malware,
we can identify its family. Note that deep learning approach
can also be applied for the recognition task.
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PCA for Image Spam Detection

Unsolicited bulk email is known as spam.

At 2015, it is estimated that 60% of all inbound email was
spam.

Hence spam filtering has been an important task in email
systems, and text-based spam filters are effective.

But spam text can be embedded in image, known as image
spam, but does not appear as text to a spam filter.

Non-spam image is ham.
Given an image, the task is to detect whether it is ham or

spam.
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Examples of image spam:
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Content-based detection approach can be used, which
consists of two stages:

= OCR to recover text embedded in image

= Then text-based spam detection

Here we consider applying PCA, referred to as eigenspam.
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As it is a binary classification problem, we may solve it by
PCA with different solutions.

One approach is the same as in face recognition:

= Now we only recognize between two classes, spam or
ham. In the training phase, we use both spam and ham
images as training data.

= While in the scoring phase, we can base on the score to
determine if the test image is a spam or ham.

Second approach is a spam detection problem:
= We use only spam images in the training.

= In the scoring phase, we still compute the score. If the
score is smaller than a threshold, it is detected as a spam.
Otherwise, it is not a spam or ham.
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Scatterplot provides visual representation of testing results:

e Mmatch scores

+ homatch scores o ¢ 0

score
®

test case

The x-axis shows the test number and the corresponding

score is given by the y-coordinate. Note that here a high
score is expected to be a spam.

Match score refers to the score of spam and nomatch score
means the score of a ham.
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Thresholding means determination of a threshold value: if
the score is larger than the threshold, we detect it as spam,
otherwise, we detect it as non-spam:

e ® . e ® ®
[ ] ° o A
N ® o ° e o o ® ° , *
g A C o .
o
A A A A & A
A A
test case test case

Ideal detection is possible for the left scatterplot but it is
impossible for the right one.
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In the spam detection approach, we can use the area under
the curve (AUC) as the performance metric.

AUC has a value between 0 and 1 and it is the area under the
receiver operating characteristic (ROC) curve.

It allows direct comparison different techniques and there is
no need to determine the threshold.

If AUC=1, this implies perfect detection scenario while
AUC=0.5, it corresponds to coin flipping.

It can be considered as the probability that a randomly
selected positive instance scores higher than a randomly
selected negative instance.

We first review true positive (TP), true negative (TN), false
positive (FP) and false negative (FN).
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In the eigenspam example, we suppose that scores greater
than the threshold indicate spam, while scores below the
threshold indicate benign or non-spam.

TP: The scored sample is spam and its score is above the
threshold, hence it is correctly classified as spam.

TN: The scored sample is not spam and its score is below the
threshold, hence it is correctly classified as not spam.

FP: The scored sample is not spam and its score is above the
threshold, hence the ham is incorrectly classified as
“positive”, i.e., spam.

FN: The scored sample is spam and its score is below the
threshold, hence it is incorrectly classified as “negative”, i.e.,
not spam.
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Run an experiment with testing data and produce the
confusion matrix:

Spam not spam
=
“% TP FP
c:
=
=
S _
; EFN TN
>
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Let P be the total number of positive cases and N be the total
number of negative cases.

The TP rate (TPR) or sensitivity is:

pp _ TP _ TP
~ P TP+FN

which is the fraction of spam samples tested that are
correctly classified as spam in our case.

The TN rate (TNR) or specificity is:

g IN_ TN
~ N TN+FP

which is the fraction of non-spam samples tested that are
correctly classified as non-spam.
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Note the tradeoff between sensitivity and specificity:
classifying all samples as spam will give TPR=1 but TNR=0;
classifying all samples as non-spam will give TPR=0 but
TNR=1.

Given a particular threshold, the accuracy is:

TP + TN
P+ N

ROC is the curve of TPR versus FP rate (FPR) or 1-TNR, i.e.,
fraction of non-spam samples tested that are incorrectly
classified as spam.

In electrical engineering, TPR and FNR are called probability
of detection and probability of false alarm, respectively.

ROC can be constructed by considering different thresholds
on the scatterplot:
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TPR=1, FPR=1-TNR=1 TPR=1, FPR=1-0.2=0.8
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200 test cases, each 100:
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20000 test cases, each 10000:
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AUC is the ROC area which quantifies success:
1 e e - |

TPR

0 FPR 1

AUC = 1.0 means ideal detection
AUC = 0.5 means flipping coin

AUC = 0.8 for the example curve
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Partial AUC, denoted by AUC,, is a variant of AUC when we
want to exclude the result with a high FPR or only concern

FPR < p.

It is the area up to FPR of p and normalized by p

AUCo4=0.2/0.4 =0.5
AUCo.> = 0.08/0.2 = 0.4

1 o » ® |

TPR

FPR 1
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There are two datasets for spam image detection:

1. "Standard” dataset
» 928 spam images and 810 ham images

2. "Improved” dataset
= Improved from spammers’ perspective, and is more

challenging
= 1000 “improved” spam images

500 spam images in the “standard” dataset are used for
training

Testing with 414 spam images and 414 ham images
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Spam images from “standard” dataset:
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Projections onto eigenspace
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In the “improved” dataset, the spam images are created
more similar to the ham images

Dataset | AUC
Standard | 0.99
Improved | 0.38
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Tensor Basics

Tensor is important because it can directly represent data of
three or higher dimensions.

Although a tensor can be unfolded as a matrix or even a
vector, it is advantageous to process it in the original domain
so that the inherent structure is maintained.

A Nth-order tensor X € RirxLx+xIv jg jn fact a N-dimensional
signal where its nth dimension has length I,, n=1,--- , N, and
thus it contains I, x I, x --- x Iy elements.

Tensor generalizes matrix and vector because it corresponds
to N =2 and N =1, respectively.
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X ¢ Rixx-xIxig of rank 1 if it can be written as the outer
product of N vectors:

XY —-—aVoa@®o...0a™
That is, the element of & is:
(1) (2) (V)

Ligigeiy = Wy gy * 0 Uy

For example, if a'V =[1 2 3]T and a® = [4 5], then

X =aWoa? =1|18 10

which is clearly of rank 1.
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A rank-1 third-order tensor X =aoboc iS:

C
A
= Hr /

= |

X

a

To approximate a tensor, one approach is to use the CP
decomposition, where C stands for canonical decomposition
(CANDECOMP) and P stands for parallel factors (PARAFAC).

X e RimIx-xIxv jgs gpproximated as rank-R tensor:

r

R
X~ aoa?o- 0alV (7)
r=1

The CP decomposition can be exactly equal to X when R — .
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For a third-order tensor X € R’*/>%, the CP decomposition is:
R

X~ aoboc (8)
r=1

where a, € R/, b, € R’ and ¢, € R¥X.

Its element is expressed as:

R
xijk%zairbjrckﬁ 7/:17[732177*]7]{:177K (9)
r=1
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On the other hand, Tucker decomposition or higher-order
SVD (HOSVD) can be used.

To proceed, we first define the n-mode product of a tensor
X e Ribx-xIv. gnd a matrix U eR’>*» , denoted by

X X 1 U c Rh><IQ><---In_1JIn+-1---><Lz\r:

In
(X Xn U)il°-°Z'n_1j?:n+1°"?:j\r — Z :xiliQ‘“if\fujin

in=1
Let Y =X x,U. The idea can be expressed using unfolding:

y = XnU<:>Y(n) :UX(,”)

where v, is the n-mode unfolding of J.
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The n-mode unfolding can be illustrated using a third-order
tensor X e RI*/>*K with I =2, J =3, and K =4 as follows:

Made-1 matricization (unfolding)
...'

B B 5

A |z 4 6! am'nummzozzu’

Matricization/unfolding
of a 3"-order tensor

Matlab code: A .3
>>M=reshape(Y,2,[]);

A Mode-3 matricization (unfolding)
1

1 I_-,___|- -__f|

Mode-2 matricization (unfolding) | I I
| &1 K

246 | | o—

A 2-by-3-by-4 tensor I. .] 8
Matlab code: |. .'10 . 16
>>Y=reshape(1:24,(2,3,4]) A, I. . 12|. 5 I. ’ I

Matlab code: MM
>>M=permute(Y,[2,1,3]); >>M=permute(Y,[3,1,2]);
>>M=reshape(M,3,[]); >>M=reshape(M,4,[]);

Source: A. Cichocki, R. Zdunek, A. H. Phan, S.-i. Amari, Nonnegative Matrix and Tensor Factorizations: Applications to Exploratory Multi-way Data Analysis
and Blind Source Separation, John Wiley, 2009
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Example 6
Let X € R****2 be sliced at:

(14710 13 16 19 22
X,=1|25811 and X.,= |14 17 20 23
136912 15 18 21 24 |

Then ] )
1471013 16 19 22

Xgy= {25811 141720 23
136912151821 24

1 2 3 1314 15
4 5 6 16 17 18
7 8 9 19 20 21

10 11 12 22 23 24 |

1 2 3 4 5 6 7 8 9 1011 12
13 14 15 16 17 18 19 20 21 22 23 24
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Suppose

_ 135 2x3
U[246]eR

Then Y = X x, U € R****? consists of slices:

2249 76 103 130 157 184 211

Yi= [28 64 100 136] and Y, = [172 208 244 280

The HOSVD of X ¢ Ri /v s
X:gxlA(l) XQA(Z)"'XNA(N> (10)

where A ¢ R»*I» js the matrix containing the left singular
vectors of X, € Rl hlrhohaIv gs in (1).

G ¢ Ri<lz2xxlx js called the core tensor and is computed as:

G =& x, (AD) xy (A®)" .y (AT (11)
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The element of X is:

L D Iy
_ (1) (2) (N)
Liyig-iny = Z Z T Z Grire - rv Qi e Vigry " gy
ri=1 ro=1 ry=I1
where i, =1,---.1,, n=1,--- ,N. In practice, G can be of

smaller size to achieve data compression.

Taking the third-order tensor X € R'*/>*& 3as illustration:

P @ R
X%g><1A><QBXgC:xx:gpqrapobqocr (12)

p=1 g=1 r=1

where A e R, B ¢ R/*? and C € Rf*% are factor matrices
or principal components in each mode, and G € R"*¢*% with
P<I, Q< Jand R< K.
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Element-wise, (12) means

P @ R
xijk%:::gpqraipquckmi:17"'-[7.j:17"' 7J7k: ]-1 vK(13)

p=1 g=1 r=1

Comparing (8)-(9) and (12)-(13), CP can be viewed as a
special case of HOSVD when pP=@Q=R and g,,=1 for

p=q=rand 0 otherwise.
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Example 7
Perform the HOSVD on the tensor X ¢ R****? in Example 6.

According to (10), the HOSVD of X ¢ R***? js:
X =G x; AY x, A® x5 AC)

where A", A® and A® are matrices containing the left
singular vectors of X, X3y and X, respectively, which

have been determined in Example 6.

Note that the computation is performed from left to right, i.e.,
G x, AW is first computed.

We make use of tensor toolbox in MATLAB to perform
operations including HOSVD and » -mode product. For
example, a tensor can be created using tensor.

H. C. So Page 103 Semester B 2020-2021



The HOSVD can be computed using:

X(:,:,1) = [1 4 7 10; 2 5 8 11; 3 6 9 12];

X(:,:,2) = [13 1o 19 22; 14 17 20 23; 15 18 21 24];
X = tensor (X);

Y = hosvd(X,107-8);

G = Y.core;

Al = Y.U{1l};

A2 = Y.U{2};

A3 = Y.U{3};

Verification can be done using:

GAl = double (Al) *double (tenmat (G,1));
T = tensor (reshape (GAl, [3,2,2]));

TAZ2 = double (A2) *double (tenmat (T, 2)) ;
T1(:,:,1) = TA2(:,1:3)"

T1(:,:,2) = TA2(:,4:06)"

Final = double(AS)*double(tenmat(Tl,B));
R(:,1,:) = Final (: 3)"!

R(:,2,:) = Final (: )'

R(:,3,:) = Final (: 9) '

R(:,4,:) = Final (: 1O 12)
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The result based on (10) is
>> R

R 1s a tensor of size 3 x 4 x 2

R(:,:,1) =
1.0000 4.0000 7.0000 10.0000
2.0000 5.0000 8.0000 11.0000
3.0000 6.0000 9.0000 12.0000
R(:,:,2) =

13.0000 16.0000 19.0000 22.0000
14.0000 17.0000 20.0000 23.0000
15.0000 18.0000 21.0000 24.0000

which is equal to X.

Approximation using (12) or (13) can be evaluated as well.
For example, using G as a scalar, i.e., gi1:
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S(:,:,1)=zeros(3,4);
S(:,:,2)=zeros (3,4);
S = tensor (S);
for 1 = 1:3
for 7 = 1:4
for k = 1:2
S(1,7],k)
end
end
end
We see X =~ S:
>> S
S(:/:/]-) =
4.5862 5.8637
4.88660 ©6.24777
5.1869 ©6.06318
S(:,:,2) =
12.1422 15.5244
12.9375 16.5412
13.7328 17.5580

H. C. So

~J

18.
20.

.1411
.0089
.07660

9066
1450

21.3833
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o

22 .
23.

.4186
.9700
.b214

2888
74877

25.2086

=G(1,1,1)*Al(i,1)*A2(j,1)*A3(k,1);
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Example 8
We demonstrate video compression using HOSVD. Two

videos are downloaded from:

http://jacarini.dinf.usherbrooke.ca/dataset2014/

The first is extracted from overpass.zip with dimensions 240
X 320 x 96.

The second is extracted from peoplelnshade.zip with
dimensions 244 x 380 x 44.

The compression ratio is:

I1JK
IP+JQ + KR+ PQR
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http://jacarini.dinf.usherbrooke.ca/dataset2014/

Original video P=40, Q=60, R=30
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Original video P=40, Q=60, R=20

=_ 7 T s ___E -_-if L __HH

P=80, Q=100, R=30 P=120, Q=160, R=40

—— R - IR
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